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ABSTRACT

Operators of 3G data networks have to distinguish the padaoce
of each geographic area in their 3G networks to detect amdvees
located network problems. This is because the quality of |t
mile” radio link between 3G base stations and end-user devi
a crucial factor in the end-to-end performance that eachexgee-
riences. It is relatively straightforward to measure thégrenance
of all IP traffic in the 3G network from a small number of van-
tage points in the core network. However, the location imf@ation
available about each mobile deviey, the cell sector/site that it is
in) is often too stale to be accurate because of user mok¥ivye-
over, it is impractical to collect fine-grained locationadnfation
about all mobile devices on an on-going basis in large 3G owdsv
due to expensive measurement overhead. Thus, it is a cpellen
to accurately assign IP performance measurements to faieegr
geographic regions of the 3G network using off-the-shethpo-
nents. Fortunately, previous studies have observed timaahuno-
bility patterns are very predictable. In this paper, we eiphis
predictability to develop a novel clustering algorithm gping re-
lated cell sectors that accurately assigns IP performarezsune-
ments to fine-grained geographic regions. We present sefsaih
a prototype in a real 3G network that shows our approach gesvi
more accurate performance localization than existing Gaagres.
Eventually, we can either narrow down individual IP perfarme
measurements into only 4 candidate cell sectors condigteith

the accuracy of 70% over one week based on a one-day snapshot o.

fine-grained 3GPP events, or increase the accuracy 20% compa
ing with site-level accuracy through lightweight handostatistics
hourly collected at RNCs. Using our approach, we improve the
anomaly detection based on IP performance measurements by r
ducing both false positive and false negative. Our study siteds
light on the mobility patterns of 3G devices.

Categories and Subject Descriptors

C.2.1 Network Architecture and Design]: Wireless communi-
cation; C.2.3 Network Operations]: Network monitoring; C.4
[Performance of Systemp Measurement techniques
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1. INTRODUCTION

Mobile applications over 3G networks are among the fastest-g
ing classes of network applications today. Network opesatiaus
have a substantial interest in monitoring the performari¢e data
traffic on their 3G data networks. In particular, operatosuld
like to continuously monitor which geographical regionstheir
3G networks are performing well and which ones are perfogmin
poorly. This is because the quality of the “last mile” raditklbe-
tween 3G base stations and end-user devices is a cruciat fact
the end-to-end performance that each user experiencesrtUnf
nately, due to protocol, equipment, capacity, and costditions,
it is not trivial to accurately associate an end-to-end grenfince
measurement to the 3G network path that it traversed. Wesesdr
this problem in this paper by developing a novel clusterilypa
rithm and evaluating a prototype system in a real 3G wiretess
work.

The collection of IP-level statistics, such as packet or flewords,
is crucial for an operator to understand the end-to-endpadnce
of its users because they are basic to compute metrics swidas
to-end throughput, RTT, and loss. Due to the standard argion
of 3G data networks, such as the UMTS network shown in Fig-
ureld, it is impractical for operators of large 3G networksatect
IP-level statistics from a user that can readily be assediatith
the geographical region where he is located. Vendor equipmex
3G network does not typically support the capture of IPlé&oev
statistics because IP packets are carried in an opaque-layer
tunnel from the end-user device all the way to the Gateway &RP
Support Node (GGSN). Since the capital and labor costs egsdc
with deploying additional monitoring equipment and baakhza-
pacity at all Radio Network Controller (RNC) or Serving Gy
Support Node (SGSN) locations is prohibitive, monitorirfg-
level statistics is only practically performed at the GGSiNRich
are located in only a handful of different locations. Howe¥e®m
the perspective of a GGSN, it is not possible to determinenvehe
mobile device moves from one cell sector to another becaaise h
dover signaling information is not propagated up. The GG8IN o
observes the cell sector where the user began his sesstocelth
sector when the user moves far enough away from his origicat|
tion that his network path traverses a different SGSN (ed&B$
generally covers an entire metro area), or when the deviarges



from 3G to 2.5G coverage. Because users are often mobile, han
dovers are frequent and the GGSN will often have a stale view o
where users are currently located. This staleness makemit n

trivial to associate current IP-level performance measerds to
the cell sectors that they are associated with using ongyrimdtion
collected at the GGSN.

RNCs, which observe all handovers that users experience, ca

collect accurate information about which cell sector eas#r us
using at all times. However, not all equipment supports it

grained user tracking. Moreover, because RNCs are gedgraph

cally distributed, significant additional long-haul cajpaavould
be needed to collect all handover events in a centralizeatitot
Thus, in large 3G networks, itis only practical to colleatlsinfor-
mation infrequently or in aggregate form. For example, theCR
in the UMTS network that we study in this paper only colleatttp
handover statistics per cell sector, rather than real-tiellesector
information per user. This information indicates how masgns
move from cell sector to cell sector in aggregate, but notresaay
user is at any point in time.

In this paper, we develop a system callkdcuLoc that takes

these two sources of 3G network data — IP-level flow recordls co
lected at GGSNs and aggregate handover statistics at RNGal— a

accurately associates end-to-end metrics to differentdgiaamed

regions of the 3G networkAcculLoc leverages the observation that

human mobility patterns are typically predictable and messtrs

do not tend to move long distances at short time scales. Thus,

is possible to cluster related cell sectors together usjggemate
handover information. By associating end-to-end measemnésrto

the cluster in which a user began his session, we can aclyurate

associate these measurements with fine-grained geograggss
covered by the 3G network. To evaluadeculoc’s accuracy in
associating the end-to-end metrics to fine-grained regigsasave

developed a prototype system in a real 3G wireless netwodk an

evaluate it on data from a large metropolitan area. We shanbth
clustering based on aggregate handover statigtmsjLoc is more
accurate than naive forms of clustering, such as clustgnimgly
by geographic proximity.

To our best knowledge, our study is the first one quantifyhre t

localization inaccuracy of IP-level statistics at GGSNe tlu stale
views. and leveraging human mobility patterns for celldpera-
tors to achieve better localization. Through the designdeetl-
opment ofAcculLoc, we make the following five contributions:

e \We characterize the localization inaccuracy for mappirgg th
IP-level statistics at the GGSN to different fine-grainett ne

overhead for conducting human mobility patterns. Since hu-
man mobility patterns are dynamic, capturing the varigbili
of mobility patterns is critical forAccuLoc to outperform
other naive solutions.

Our first solution,i.e., BIGRAPH, requires a snapshot of
3GPP signaling events at RNCs which is expensive for long-
term collection. In order to construct the human mobility
patterns,BIGRAPH groups related cell sectors into small
clusters.BIGRAPH can locate IP-level statistics into only 4
cell sectors with the accuracy of 70% over one week and 50%
after the snapshot of 3GPP signaling events is 5.5-month old
Note that the mapping IP-level statistics to the correct RNC
is around 70%, but one RNC usually contains 200 — 300 cell
sectors, which is significantly larger th8#«GRAPH s clus-
ters.

Our second solution,e.,, HANDOVER, relies on hourly ag-
gregate handover statistics at cell sectors instead ohsxme
3GPP signaling events at RNG4ANDOVER performs as

an alternative t®IGRAPH on condition that the collection

of 3GPP signaling events is not supported or is restricted.
Since it is an inherit tradeoff between the overhead of mea-
surement and localization accuracHANDOVER is not

as accurate aBIGRAPH . However, inferring the mobility
patterns from lightweight handover statistitBANDOVER

still achieves reasonable localization accuracy. Contpare
with intuitive solutions such as grouping sectors purely by
cell sites, HANDOVER can overall increase the accuracy
20%.

Based on the information inferred from eitf @& GRAPH or
HANDOVER of which cell sectors are relateficcuLoc re-
assign the measured IP-level statistics in order to acelyrat
associate the end-to-end performance metrics to the ¢orrec
fine-grained network elementsge., cell sectors, cell sites,
RNCs. Through the re-assignment, the performance metrics
observed at GGSNs are more close to the ground truth ones
directly measured at RNCs. Applyil)GRAPH in perfor-
mance anomaly detectioAcculLoc achieves both the lowest
false positive and negative compared with solutions based o
other forms of clustering sectors.

The rest of this paper is organized as followd: §2 descriear-
chitecture of cellular networks and associated protodolgwed

work elementsj.e, cell sectors, base stations, RNCs, and by &3 explaining the main data sources for the input, the gtou
LACs. The localization accuracy is around 20% at the gran- truth, and the evaluation[14 proposes the two solutiBiSRAPH

ularity of cell sector level. Even if at higher aggregatien-|

andHANDOVER adopted byAccuLoc to build the knowledge of

els, the accuracy is only around 50% at the cell-site level human mobility patterns.[®5 quantifies the performancAasfu-
and 70% at the RNC level. The low accuracy is because us- Loc in associating metrics to fine-grained network locationse W
ing cell sites and RNCs to determine which cell sectors are discuss the generalizability éfcculoc on other types of networks
related cannot capture the dynamics of user moving behav- in §8. Related work is discussed i1§7 and we conclude ougstud

iors, which motivates us to obtain human mobility patterns in 8.

in advance and leverage it for locating IP-level statistics
cordingly.

e We propose two measurement-driven solutionsAfocul.oc

to build human mobility patterns in the terms of which cell
sectors are strongly relatede., identifying clusters of re-

2. UMTS BACKGROUND

In order to understand the difficulty in locating IP performa
measurements in UMTS networks, it is useful to have an under-
standing of how a UMTS data network is structured.

lated cell sectors that subscribers have very high probabil Network Elements and Architecture. Figure[l shows the logi-
ity commuting within individual clusters, and leverage the cal architecture of a UMTS data network according to the 3GPP

mobility knowledge to accurately localize I1P-level statis.

standard. As depicted, a UMTS network is hierarchical. At th

The two solutions have different advantages and complement root of the network is a Gateway GRPS Support Node (GGSN). In
each other from aspects of the localization accuracy and the practice, there are multiple GGSNs, but they are locatediy @



St:;;: the 2.5G hierarchy is different from the 3G hierarchy. Tloisrsrio

§ typically occurs if a device moves from 3G areas that covienary
Internet urban and suburban areas to 2.5G areas that cover less fgapula
Server areas. In addition, the PDP Context is destroyed after artivitsy
period of 2—4 hours or if the device is turned off. Note thatHDP
Context remains alive even if the device is idle. Since spiame
applications may send periodic keep-alives or “push” raifons,
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§ N a PDP Context may persist for hours or even days. Therefoee, t

initial cell sector reported to the GGSN when a device firtt s@

Knowledge of ’_>'/ the PDP Context often is not the sector in which the device cur

current device rently is connected.
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Figure 1: Logical architecture of a UMTS network. 3. DATA SOURCES
There are several sources of data in a UMTS network that we
can utilize to measure the end-to-end performance exmerieh

handful of locations[[25]. Due to their limited number of sivy each cell sector. In this section, we describe these soarakthe
cal locations, it is relatively straightforward to monitt IP traffic data sets we use to evaluate our prototype system. Note ubat d

in the UMTS network at these locations. At the leaves are lmobi 10 privacy concerns, without compromising the usefulndsthe
devices (user equipment (UE), in 3GPP parlance), whichetnn  results, we have anonymized the device identifier, IMSI and

to the UMTS network in a particular cell sector. Each base sta IMEL

tion (NodeB or cell site, in 3GPP parlance) has multiple selt- .

tors, one for each antenna attached to its cell tower. Tilpitteese 3.1 Continuously Collected Data Sets

point in different directions and/or operate on differaetfuencies. We are primarily interested in the performance of IP datfiitra
Base stations send their data traffic to Radio Network Céate — eg., the throughput, RTT, loss, etc. of IP data flows. These met-
(RNCs), which forward traffic to Serving GPRS Support Nodes rics can be extracted from statistics captured about eaflbvH[7]
(SGSNs), which, in turn, send the traffic to GGSNs. The GGSN [1(,[20]. Ideally, we would like to be able to collect IP flow aat
sends and receives traffic from the Internet. such that each IP flow can be mapped to the cell sector where it
IP Tunneling. An important characteristic of UMTS networks is  originates from or is destined to. Unfortunately, as désctiin
that IP traffic sent by mobile devices is tunneled to the GGSNg! Sectior®, this is not trivial due to lack of available datarses.
lower layer 3GPP tunneling protocols. As a consequences 0bn  This section describes the data sources that are availatzdeenu-

the intermediary nodes in the UMTS network can directly éwp lar basis.

the sent IP packets and a mobile device's IP address is “a@dho  Real-time IP Flow Records. tis relatively straightforward to cap-

to the GGSN, regardless of where it moves in the network. This ture IP flow data from all 3G traffic at all GGSNs because they ar
characteristic ensures that the mobile device can maiit&diR ad- few in number. In the large UMTS network that we study, mea-
dress (and thus, its IP connections) even as it is mobilehisrpia- surement infrastructur&l[9] is in place to capture IP flowords
per, we will focus on the tunnel between the SGSN and the GGSN, similar to Netflow records]8] in near real time. GTP-C signal
which is called a PDP Context and uses the GPRS Tunneling Pro- messages, described in the next paragraph, are used to mp ea
tocol (GTP) (GTP-U to carry data traffic and GTP-C for signg@li  |P flow to the originating or destination device, which isritiéed
control messages). by its anonymized IMSI and IMEI. Hereafter, we call these tvfl
Session Establishment and MobilityWhen a mobile device first recordsiPElowRecords

connects to the UMTS network, the PDP Context that carr@es it PDP Context Setup MessagesSimilarly, it is straightforward for

IP traffic is set up. At this point, the originating cell secend  the same infrastructure to capture the signaling messaggde-
RNC is reported to the GGSN via GTP-C protocol. When amobile tween SGSNs and GGSNs via the GTP-C protocol. Most impor-
device moves to a different sector, the path its data takesigh tantly, PDP Context Setup messages that are exchanged when a

the UMTS network chang@sRNCs manage the operation of han-  device initially establishes a PDP Context indicate thédhsector
dovers when a mobile device moves from one sector to anotherthat the device communicates with. PDP Context Update rgessa
(e.., by coordinating base stations and other RNCs). However, to may also indicate a device’s sector when it moves far enougly a
avoid unnecessary signaling overhead, the change of ottirses from the original sector so that the SGSN changes. Withoyt an
not reported to the higher in the hierarchy. Thus, the GGSMis  information collected outside the GGSN locations, thesethe
informed that a mobile device has moved unless the SGSN in its pest estimates of device location that are available. Htereave

network path changes. This can occur for two reasons: (1)ves call the estimates of device location derived from thesesamgss
far enough away that the SGSN changes — typically into ardiffe  pPDPSetupLocations

ent metro area; or (2) the device changes from 3G to 2.5G, WiFi  Aggregate Handover Counters. Each RNC keeps track of the
vice versa. The second scenario causes an SGSN changeéecaugurrent cell a device is using as part of normal operationvéler,
due to vendor limitations and resource constraints, tlicsimation
1in practice, a device can be connected to multiple nearbpsec s not recorded. Instead, it is typically only practical teeb ag-
at the same time. This set of sectors, typically 1 to 4 in sige,  gregate statistics about each sector. For example, tHentoteber
called the active set. While all sectors in the active setdioate of connections, total number of disconnects, etc. One aggge

to receive uplink data sent by the device, only one, the sgreéll, ot :
transmits dgwnlink data to t%e device at a gi)\//en time. Tghtgp':s statistic that we can leverage is the total number of handdve-

ically the sector with the highest signal-to-noise ratidncg the tween two sectors. In other words, for each pair of sectars),
vast majority of data is downlink traffic, in this paper we ardy a counter is kept that indicates the number of handovers faom
concerned with identifying the serving cell correctly. B processed per hour. From these handover statistics, wefan i




dataset | availability  duration description

IPFlowRecords continuously 1 day real-time IP flow records collected at@@&SN

PDPSetupLocations| continuously 1 week sector information in PDP Context Setessages collected at the GGSN
HandoverCounters | continuously 1 week hourly aggregate handover countersdon sector pair reported by RNCs
RNCGroundTruth infrequently 1 week ground truth sector information fortedevice from 3GPP events collected at RNCs

Table 1: Datasets used in the evaluation of AcculLoc.

the aggregate mobility behavior of devices. Hereafter, alkthis understanding performance localization problem we addrethis

set of handover counteksandoverCounters paper and to shed light on user mobility patterns with retsjoazel-
lular networks in general. For example, the persistencheotame

3.2 Ground Truth Data location in a PDP Context suggests how long modern smargshon

Some RNC equipment can record the current sector that eachare active and remain in the same metro area, as PDP Conbéxts o
device is using at fine time scales. More specifically, somepeq  change if a user changes SGSN due to travel to another metip ar
ment can capture all 3GPP signaling events at the RNC leveth, s or departure from the 3G coverage area. Frequency of harxlove

as handover events. However, this recording places adéltioad suggests how often user mobility and environmental chacgese
on RNC equipment that can interfere with normal operatisrtha local radio characteristics to change substantially initheedi-
CPU, memory, and storage constraints of RNC equipment dre no ate vicinity (within 1-2 km), as they typically occur only wh the
designed for continuous operation of such recording. Riagris sector with the best signal-to-noise ratio changes. Thieseacter-
typically only enabled for troubleshooting. In additiohetvolume istics are important for a range of cellular applicationsvsostudy
of such data is substantial (tens of GB per day for a single RNC them in detail in this section.

so backhauling the data to a central data collector for taiiom GTP-C signaling messagesg., PDPSetupLocations during

with IPFlowRecords requires investment of additional resources. the initial PDP Context Setup provide the location of molaite
Finally, not all RNC vendors support such recording. Thanef vices at the time a device is turned on or after several hdinao-
although it is possible to collect such data from a small nemus tivity. 3GPP events collected from RNGs.,, RNCGroundTruth ,
RNCs periodically ¢.g., once every few days), continuous collec- provide the location of the mobile devices every 2 secondsrins

tion to support real-time performance localization is naggible. of the cell sector where each device is located. Compariag th

In order to evaluate different approaches to our locatiragirob- location information ofPDPSetupLocationswith that of RNC-
lem, we collect a sample of this “ground truth” data. Hereafive GroundTruth , we can evaluate how accuratéWDPSetupLoca-
refer to this data aRNCGroundTruth . tions estimates where mobile devices currently are in.

3.3 Evaluation Data Sets

To evaluate our prototype and other approaches to the zacali
tion problem, we use one contiguous week of data in July 2010
for each of these dataseBDPSetupLocationsHandoverCoun-
ters, RNCGroundTruth . To evaluate the accuracy of performance
measurements based on these localization approachesevoaes
day of IPFlowRecordsdata during this week. The data we exam-
ine covers all 3G sectors in the greater Los Angeles area.df¢e n
that not all areas have 3G coverage (some only have 2.5G-cover 20 -
age). However, since our focus is on 3G performance, we do not
consider data from 2.5G sectors.
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4. LOCALIZATION Figure 2: Interval between two consecutive handovers on de-
As we described in the previous section, it is common that the vice.

originating cell sector/cell site/RNC of performance measments

captured at the GGSN as it is impractical to collect finetgedi One type of 3GPP events RNCGroundTruth record the oc-

location information about all mobile devices on an on-gdiasis currences of handover. Figuik 2 depicts the CDF of the iaterv

inlarge 3G networks. _ o between two consecutive handovers on individual device% 8f
In this section, we first characterize the localization tuaeacy handovers happen within 10 seconds after the last handBigr.

based upoRNCGroundTruth , then propose two solutions adopted yre[3 shows the CDF of the age of PDP Contexts of RINC-
by AccuLoc to group related sectors together that take advantage GroundTruth records. Given &&RNCGroundTruth record, we

of the predictability of human mobility patterns, and fiyativalu- can discover the beginning of its corresponding PDP Coffitext
ate the performance dfcculLoc in terms of localization accuracy  pppPSetupLocationsvia the anonymized device identifier. The
at the end of this section. timestamp ofRNCGroundTruth record minus the timestamp of

41 Ch terizi the | f Initial the PDP Context leaves the age of PDP Context. The majority of
: aracterizing the Inaccuracy of Initia PDP Contexts fall in the range of 1 hour — 1 day. Given the pres-
Sectors ence of so frequent handovers and the longevity of PDP Ctmtex
Understanding the duration of PDP Contexts, frequency of ha GGSNSs will inevitably miss many sector changes in a singl®PD
dovers, and their relationship to each other is importari hor Context. We can infer the potential high probability of ttz cur-



100

80

60

CDF (%)

40

20

20 ol 52 53 4 55 58 57 58 59 510 H1l 512 513
PDP Context age (100 secs)

Figure 3: Age of PDP Context age of RNCGroundTruth
records.

rent cell sector differs from the sector where the PDP Cdr8ekup
starts.

Operators are interested in determining the network padh th
each IP flow takes through the UMTS network. This is so that
when IP flows exhibit problems, the problems can be isolaiea t
particular cell sector, cell site, or RNC. As a device movwesya
from its initial cell sector, the cell site and RNC throughiuethits
IP packets traverse will change. To understand how quicilyoe
mobility causes the network path to change, we examine hew ac
curately the initial cell sector represents the currenivogt path at
each level of the UMTS network hierarchy.

We define the accuracy of a particular level of the hieraraily c
sector/cell site/RNC as the percentage of time that thalréte-
ment the path traverses is the same as the actual elemeniehat
path traverses. For example, if the current sector is thee sasn
the initial sector 20% of the cases, the accuracy at the eetbs
level is 20%. We expect that accuracy at higher levels of the h
erarchy €.g., RNC) will have higher accuracy, as a device has to
move a greater distance before the path its packets takengerio
traverse that element. Since devices are likely to movhdagway
from their initial locations over time, the older a PDP Cottis,
the more likely its setup location is inaccurate. Thus wenstite
inaccuracy oPDPSetupLocationsvith PDP Context age.

>

100 ¢ Q% 0 2 o
.’7. P ‘ 6 A| l/: . 'Y (BT
i o o A A4 4 4o 4 a
80 |- " ‘% x ° o
= " g f KX 22 e s
S e 4+ L
Iy + 5 B g mn
g oy
3 -
8 40 LAC a + + N
® RNC ° T+
20 }-site |
sector +
BIGRAPH
1 1 1 1 1 1 1 1 1 1 1 1 1 1
20 21 22 23 24 25 26 27 28 29 210 211 212 213

PDP Context age (100 secs)

Figure 4: Accuracy over PDP Context age / BIGRAPH's accu-
racy over PDP Context age.

We evaluate the accuracy at each level of the UMTS network hi-
erarchy: cell sector, cell site, and RNC. In addition, welaxge
the accuracy of each location area code (LAC). A LAC is theoet
sectors that are paged when a mobile is idle and the netwosk mu
search for it €g., for an incoming call). Since a device must wake
up when moving from one LAC or another to update its status, ne
work planners attempt to group sectors in a LAC so that ihfst-

movement is rare. However, this also means that a LAC tylgical
covers a large number of sectors and is not granular enougin to
point geographically constrained performance problemsr:. tie
elements in each aggregation level, cell sites cover 3 —®rseC
and RNCs and LACs cover about hundreds of sectors.

Figureld shows the accuracy over the PDP Context age at-differ
ent levels of hierarchy. As mentioned, we can obtain the PDBi* C
text age for eactlRNCGroundTruth record. AggregatindRNC-
GroundTruth records of the same PDP Context age together, we
can identify the probability that the current cell sectothis same
as the initial cell sector during PDP Context Setug, accuracy,
for each value of PDP Context age. It is expected that theracgu
is reasonably high if the PDP Context age is less than 1 minute
However, the sector-level accuracy decreases very fabeaBDP
Context age increases, which verifies our previous inferdram
Figure{XB. After the PDP Context has been activated forshthe
accuracy at the sector level is around 20% to 30%, which espli
that 70% to 80% of the end-to-end performance measurements a
the GGSN are assigned to incorrect cell sectors. As expettted
site-/RNC-/LAC-level accuracy is higher than the secewel ac-
curacy. However, the site-level accuracy is only 50% to 666 a
the PDP age rises to hours, which means mobile devices httee be
than even odds of moving out of its current cell site seveoalré
after the PDP Context starts. The RNC-level accuracy is 7@% t
80% and the LAC-level accuracy is around 90%. Note that a typi
cal cell site includes 3 — 6 sectors. one RNC or one LAC coatain
hundreds of sectors. Thus, it is too coarse-grained to esethg-
gregations to locate a device to a very granular geograghionm.

However, just because these hierarchical clusters of se@o
cell site, RNC, or LAC, are not very accurate in locating meas
ments, it doesn't mean we cannot discover a better manneg-of a
gregating related sectors. For example, perhaps sectorstivo
neighboring sites form a good cluster because they coveatasms
that subscribers frequently commute back and forth. In igenié
movement patterns are common amongst many subscribers, the
we expect that we can learn the patterns and group relatéarsec
into clusters accordingly (comparing with clustering bigsRNC,
or LAC) such that these clusters are small and accurate.

One way movement patterns can be similar is if users do not
move very far away from the sector in which they started. Téwe g
ographic distance between the base station record@®DiRSetu-
pLocationsand the ground truth base stationRMCGroundTruth
estimates the distance a user has moved. If these distaecgsra
erally small, then human mobility patterns are revealedotmes
degree. FigurEl5 shows the physical distance between tebgi
the PDPSetupLocationsand the cell site bRNCGroundTruth .
Even if the time after the PDP Context has been initializez aey,
the distance is still small. The maximum median error distais
1.65km although some subscribers can still move away foemor
than 10km. This consistent small distance implies that reobt
scribers only move within a small geographic area. So if we ca
discover which set of sectors are always relater] (hose between
which users frequently move), we can group them togethérataft
we want to predict the current sector of performance measemes
in IPFlowRecords based orPDPSetuplLocations we can have a
small set of candidate sectors but in very high confidencels Th
technique can be beneficial in practice in detecting perdoce
anomalies and narrowing down problems into a small number of
sectors.

Note that Figurdd4 shows that the site-level accuracy is,poor
which means subscribers often move in an area served by more
than one cell site. However, subscribers moving across gdaeot
necessarily means they moving across many sectors. Sodscri



may always move across a few sectors but these sectors may be iinfrequently,BIGRAPH builds a model of these clusters based on

different cell sites. In the next section, we describe howcar
learn these small clusters of related sectors, regardiesd| site.
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Figure 5: Distance from the site by PDPSetupLocations to the
site by RNCGroundTruth.

4.2 Practical Localization Solutions

As we observed in the previous section, using only statiarinf
mation to cluster sectors, such as by the cell site eachrdsitings
to, is not accurate because they do not capture dynamic homoan
bility patterns. We expect that a good heuristic is able #orighe
movement behavior of users and leverage this knowledgesthqir
the current sector more accurately.

As mentioned in Sectiofll 3, there are two available sources of
data collected at RNCs in addition to ti-lowRecordsandPDPSe-
tupLocations data collected at the GGSNHandoverCounters
andRNCGroundTruth . HandoverCounters, aggregate counters
of handovers between each sector, are collected contilyu&I<C-
GroundTruth , precise location information based on RNC event
information, cannot be collected continuously, but candraed
from small segments of the network every few days. In thifcec
we propose two algorithms to build mobility models usingstne
data sources, given their collection and granularity caists: BIl-
GRAPH andHANDOVER . UsingRNCGroundTruth , BIGRAPH
has higher data collection overhead and is more accuraigeVw,
we find that the algorithm usinglandoverCounters i.e., HAN-
DOVER, also provides acceptable accuracy. Both solutions can
be formulated as a version of the sparsest cut of a graph oht pr
lem [14], so we first describe how to formulate each graph. The
practical algorithm to solve the sparsest cut problem oh gaaph
is the same.

4.2.1 BIGRAPH: a solution based on one-time snap-
shot of RNCGroundTruth

a set of training datee(g., collected over one day from all RNCs in
a greater metro area), then the model can be used to preldiet re
tionships in future data wheRNCGroundTruth is not available.

actual sectors
(in RNCGroundTruth)

initial sectors
(in PDPSetupLocations)

w(B,C) = # RNCGroundTruth measurements
such that initial location is B but actual is C

Figure 6: BIGRAPH constructing the bipartite graph.

As shown by Figur€l6, thBIGRAPH builds a bipartite graph
connectingRNCGroundTruth and PDPSetupLocations Let us
denote the graph a& = (U,V,E), where vertexu in U repre-
sents a sector iRDPSetupLocationsandu in V represents a sec-
tor in RNCGroundTruth . Let w(u,v) be the number oRNC-
GroundTruth records (once every 2 seconds when a user is ac-
tive) such thaRNCGroundTruth reports a subscriber is inand
PDPSetupLocationssays the subscriber is in M(u) returns the
vertices inV that corresponds to the sector thatepresents itJ.
Edges inG that have high weights are strongly relatee. (lots of
users move from those source sectors to those other sectbrs),
we would like to cluster strongly related nodes/iriogether.

Let a clusteringCy,Cy,...,Cn each be a disjoint subset df.
The accuracy of a clustering of sectors (for any clusterieghod)

GroundTruth records, and(Cyq,Cy,...,Cp) is the sum ofw(u,v)
for all (u,v) such thatM(u) is in one clusteC; andM(v) is in an-
other clusteC;, i.e, this sum counts the number RNCGroundTruth
records that get assigned to the incorrect cluster. Lotaiicuracy
is thus maximized wheRk(Cy,Cy, ...,Cy) is minimized.

Therefore, given constraints on the size of clusters, tla¢igdo
minimize the edges that cross clusters. For example, if we tea
clusters to be of size 4, then we want to cut the graph sucle &t
connected component is only size 4 and the weight of the edges

Since there are often common travel routes between commonthat cross connected components is minimized. We can meege t

areas that most people follow, we conjecture that subserithet
begin their PDP Contexts in the same sector tend to move te sim
lar sectors. In addition, as we see in Figile 5, most devioawstl
move very far away from their initial sector. Based on thesseo-
vations, we expect that there will be small clusters of gsattose
to each other that can be grouped together. Subscribershigive
probability to commute within these sectors in the sametefus
BIGRAPH prerequisites (i) a snapshot BNCGroundTruth ;
and (ii) the corresponding snapshotRiDPSetupLocationsvhose
PDP Contexts covers the records in the snapshRNEGroundTruth .
BIGRAPH attempts to learn these clusters by creating a graph
of the relationships between the initial sectorsPBPSetuplLo-
cationsand the current sectors where devices are locat&iNG-
GroundTruth . SinceRNCGroundTruth can only be collected

verticesu andM (u) to make the problem be a sparsest cut problem.
We describe how to solve the sparsest cut problem belofy i®4.

4.2.2 HANDOVER: a solution based on hourly Han-
doverCounters

Some RNC equipment is incapable of buildRYCGroundTruth ,
and in some cases, it is imprudent to do so because it may inter
rupt normal operation. Thus, we formulate a second solut®n
an alternative t8IGRAPH , HANDOVER that uses onlyHan-
doverCounters the aggregate handover counters. The motivation
behindHANDOVER is that the handover counts between different
sectors represents how frequently subscribers move betiiese
sectors. Thus a graph with edges weighted by handover capnts
proximates the degree of movement between sectors.



w(B,C) = Pr[handover from B to C]
w(C,B) = Pr[handover from C to B]

Figure 7: HANDOVER constructing the graph.

Similar toBIGRAPH , HANDOVER also refers to a graph (shown
by FigurelT) to keep the relationship between sectors vighted
edges. HoweveHHANDOVER does not requir@NCGroundTruth
which is hard to collect continuously. InsteddANDOVER pre-
requisites only{HandoverCounters, aggregated handover counters
from RNCs which can be collected continuously. Each edghen t
graph reflects the probability for subscribers from the sewgec-
tor moving to the destination sector based on these cougiters
Prlhandover fromA to B] = the ratio of handovers fror to B and
the number of devices that entergdeither by starting there or via
a handover). As wittHANDOVER, our goal is to cut the graph
into clusters with minimum edge cut given the constraint loa t
cluster size.

We note thatHANDOVER may not perform as well aBl-

the size of the subgraphs satisfies the constraint on thefimed
cluster size.

4.3 Localization Accuracy of Clustering Solu-
tions

In order to evaluate the performance of our two solutions, we
refer to the accuracy,e., the fraction of measurements RNC-
GroundTruth whose locations agree with the initial location from
at the granularity of clusters.

4.3.1 BIGRAPH s accuracy in one-time snapshot

As mentioned inBZZ1 BIGRAPH s accuracy can be obtained
by comparing the location of each measuremeRNCGroundTruth
against the initial location of the corresponding recoggsmorted by
PDPSetupLocations Note that the location is at the granularity of
BIGRAPH s clusters.

First, BIGRAPH computes the clusters via recursive sparest cut
on a training data set whos®NCGroundTruth and PDPSetu-
pLocations records were collected on July 21. Eventually, the re-
cursive sparest cut will end with a set of clusters whose aiee
pre-decided. Second, we evaluate the accuracy on a el utzia
set at the granularity of these clusters from the trainirtg 3@e
RNCGroundTruth and PDPSetupLocationsrecords on July 22
serve as evaluation data set. The training data set and #he- ev
ation data set are very close to each other in time, so the muma
mobility patterns are up-to-date. Note that we exf@&&GRAPH
achieving its best performance when the human mobilityepaits
most up-to-date.

Figuredd compareBIGRAPH ’s accuracy with site-/RNC-/LAC-
level accuracy over the PDP Context age. The site-/RNC-A.AC
level accuracy is the accuracy at the granularity netwogknehts
of site/RNC/LAC. We can observe thBIGRAPH s accuracy is

GRAPH because it does not distinguish sectors where devices be-significantly better than the site-level accuracy. In thisnpari-

gin PDP Contexts and sectors where they move into. In additio
it does not take into account the duration that users spepddh
sector. For example, suppose we want a cluster size of 2eiéth
is a high likelihood of handovers betwednand B, andB andC,

but devices spend very little time active Bh(e.g., because it is a
highway sector), then we will be more accurate clusteAnand

C together withouB, as even though there is frequent movement
betweenA andC to B, there will not often be activityi(e., mea-
surements). In terms of performance monitoring, we do not ca
where users are when they are not active.

4.2.3 Solving the sparsest-cut problems

Once the graph containing the information of mobility patte
is constructed, botBIGRAPH andHANDOVER will be formu-
lated as a sparest cut probleine,, cutting the graph into connected
components (clusters) of at most a particular size. In macive
want the size of clusters to be as small as possible becausante
to quickly identify the right sector for isolated perforntanprob-
lems. However, the smaller the cluster, the more infornmatid|

son, the cluster size &IGRAPH is 4, while the average number
of sectors for all cell sites is 3 — 6. SBJGRAPH uses smaller
cluster size but achieve much better accuracy than usihgitzeto
predict candidate sector8IGRAPH s accuracy is even compa-
rable to the RNC-level accuracy, but one RNC usually congist
200 — 300 sectors.

As we mentioned in[§Z2.3, cluster size is a constraint on the
recursive sparest cut. The smaller the cluster size, the rimar
formation is lost by the cutting. However, smaller clustizess
beneficial in practice as it reduces the overhead to narramndo
the candidate sectorse,, it improves the localization granularity.
Figure[® shows the impact of cluster size on the accuracy. akle ¢
imagine that if the cluster size s, the accuracy will be close to
1. When the cluster size is 1, which is equal to the sectatlev
accuracy. When the cluster size is 4, 8, or 16, the accuragtyyhi
rises, which confirms our expectation that subscribersllysuave
within a small number of sectors.

Figurel® explains why our small clusters perform better thelh
sites, or even RNCs under some scenarios. We count the naiber
unique cell sites that a singgiGRAPH s cluster includes. From

be lost since we end up with ignoring the movement between sec Figurd®, we can observe that each cluster covers 2 celisitesr-

tors across clusters. We formulate our clustering into arsdze
sparsest cut process. The sparest cut process is a biguadift
the vertices in the graph that minimizes the ratio of the nemdf

age when the cluster size is 4. So, the reason for the highazycu
of BIGRAPH is thatBIGRAPH can flexibly capture the dynamics
of human mobility patterns without restricted by static giaphic

edges across the cut and keeps the two halves balanced. ii¥e rec regions,eg., cell sites.

sively apply the sparest cut algorithm on both subgraph ttnet
size of these subgraphs hits the constraint on the cluster #is

Now we consider some issues regarding the deploymeBt-of
GRAPH in 3G networks. In the deployment BiGRAPH algo-

the sparest cut is known to be a NP hard problem, we use an ex-rithm, there are 3 dimensions in fact: accuracy, clustes, ssnd

isting approximation algorithmi,e., Kernighan-Lin [14], to split
the graph into two and recursively repeat it on both subgraptil

number of measurements. The “number of measurements’etslab
and rescales the “PDP Context age” in Figllre 4, but the “num-
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Figure 9: # cell sites covered by one BIGRAPH/HANDOVER
cluster.

ber of measurements” is more straightforward for cellukstinork
providers to operate. In practice, given a minimum PDP Cdnte
age, we can have the fraction of measurements accordinghaso
we can estimate the measurement overhead for colle&MG-

BIGRAPH s snapshot clusters can keep reasonably accurate for a
long time.

Although Figurd¥ shows th&IGRAPH s accuracy is still sta-
ble over long PDP Context age, we have to investigd@&@RAPH 's
performance over time even longer than typical PDP Conigas.a
In practices, it is acceptable that we collect one snapshBINTC-
GroundTruth once a week. So, in this section, we evalute
GRAPH'’s accuracy over the week of July 21. We compare the
similarity of clusters over different days in the week. Sarly to
§4.37, we still use the same training data set, but havedpa-s
rated evaluation data sets from July 18th to July 23 (exaduly
21 and July 22). From FiguEelL1, we can observe consisteigfty h
accuracy after we apply the clusters from the training dataos
the 4 separated evaluation date sets in that week. Whenusiecl
size is limited to 4, the accuracy can be consistent aroufai@r
one week.

size =2
size=4
size =8
) silze =16
07/19 07/20
date (MM/DD)

0
07/18

Figure 11: BIGRAPH's accuracy over one week.

4.3.3 BIGRAPH s accuracy over long term

In §£.32, we observe th8GRAPH is able to perform consis-
tently well over a week. We want to push the time difference be

GroundTruth . Figure[I® shows the accuracy under change over tween the training data set and the evaluation data set enge
the other two dimensions: number of measurements and cluste to discover the worst case of how old the clusters can be talalep

size.
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Figure 10: BIGRAPH: # measurements, accuracy, cluster size

4.3.2 BIGRAPH s accuracy over short term

As the evaluation data set of July 22 and training data seilgf J
21 are too close to each other in time, it is still uncertaiw &i-
GRAPH performs if time changes. Note that being accurate over
longer time is very necessary f&GRAPH because collecting
RNCGroundTruth is expensive and building the training data set
is supposed to be infrequent consequently. It is more effidfe

after we apply it orPDPSetupLocationsrecords.

We collect the data sets ®NCGroundTruth and PDPSetu-
pLocations again on Dec 5, 2010 and serve them as an evaluation
data set, which is 5.5 months later after the training dateoose
July 21. Then we check the accuracy by applying the clusters o
the training data set on the evaluation data set. Figlre @&ssh
that the accuracy is still reasonable. When the clusterisize
BIGRAPH's accuracy is higher than site-level accuracy. Using
clusters of 32 sector8IGRAPH can achieve the accuracy com-
parable to RNC-level accuracy. Therefore, althoBiGRAPH
requires expensive overheadRINCGroundTruth collection, one
snapshot oRNCGroundTruth can be still acceptable after several
months.

4.3.4 HANDOVER'saccuracy in real time

Serving as an alternative BIGRAPH on condition thaRNC-
GroundTruth is not availableHANDOVER compute clusters in
real time based on lightweightandoverCounters Once per hour,
HANDOVER updates its graph, sparest cuts the graph, and ends
up with a set of clustersHANDOVER works differently from
BIGRAPH, so does the evaluation for the performanceHaiN-
DOVER.

Figure[TB showsIANDOVER 's real-time accuracy. Similar as
BIGRAPH s accuracyHANDOVER ’s accuracy is the probability
that the current locations of a measuremerRBCGroundTruth
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Figure 12: BIGRAPH's accuracy over 5 months.

agrees with the corresponding initial location BRpPSetupLoca-
tions at the granularity oHANDOVER'’s clusters. We observe
thatHANDOVER is consistently and significantly better then the
site-level accuracy. Also, we can see that the accuracyniayal
higher in the earlier hours of day, which is probably due tersis
less movement during the early morning.

Previous Figurdd8 shows th&tANDOVER''s performance is
worse tharBIGRAPH , which is expected becauBR&NCGroundTruth
in BIGRAPH captures more information thadandoverCoun-
ters in HANDOVER such as the start of PDP Contexts. Further
confirmed from FigurdJ9HANDOVERs clusters have slightly
smaller coverage on the number of cell sites tlEAGRAPH's
clusters.
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Figure 13: HANDOVER'’s accuracy over hours.

The impact of cluster size dHANDOVER is reflected by pre-
vious FigurdB. Same &IGRAPH, the smalleHANDOVER's
cluster size is, the more information is lost by the cuttiRigure[3
shows that the accuracy degradatiol ANDOVER serves as an
alternative ofBIGRAPH . BIGRAPH's accuracy is 20% higher
thanHANDOVER s when cluster size is from 2 — 8.

4.4 Naive Heuristics Perform Bad

BesidesBIGRAPH andHANDOVER, we investigate another
three solutions as well based on some straightforward $tégi
These solutions may be potential solutions under someregtre
cases, such as Wh@&IGRAPH's or HANDOVER ’s prerequisites
at RNCs are totally unavailable.

MAX. This approach is based on eitlBd#GRAPH s bipartite graph

or HANDOVER’s graph. Before the approach starts, each sector
itself is a cluster. Once started, each cluster repeatdxdigras the
outside sector that has the maximum edge cost with the sdator
side this cluster. One cluster stops from growing as soonlatsi

the constraint on cluster size. The whole absorbing prastegs if
all clusters are determined.
CLOSE. It is similar toMAX , but does not depend on any knowl-
edge except the GPS location of cell sectors. Since celbseate
geographic areas directionally covered by cell sites, we¢hsGPS
location of the corresponding cell sites to estimate theygmahic
coverage of cell sectors. Each cluster repeatedly absoetsetctor
with the closest physical distance to it until it hits thetriesed the
size.
THRE. This approach is based on eitl@IGRAPH's or HAN-
DOVER'’s graph. It directly filters out those edges whose weight
are smaller than a predefined threshold. The filtering witepe
tially leave the graph a set of disjoint clusters. The avermgster
size, the maximum cluster size, and the accuracy is affdntéde
threshold. Note that one disadvantage of this approacheisith
certainty on the cluster size: the size could be very diffeaeross
clusters as shown by

Figure[Id. THRE’s maximum cluster size is much larger than
the average cluster size, which indicates the imbalandeeajtaph
is a natural. Large cluster size increases the difficultyaoaw
down performance to fine-grained network locations in jcast
Increasing the threshold on the minimum cost can reduce ghe m
imum cluster size, but it results in high inaccuracy as well.
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Figure 14: THRE'’s accuracy and average/maximum cluster
size over threshold.

45 Pros and Cons

Figure[Ib shows the accuracy of all these five solutions under
the impact of cluster size. Comparing the accur&\zRAPH
> HANDOVER > MAX ~ CLOSE ~ THRE. When the cluster
size is 1, all five solutions have the same accuracy as thersect
level accuracyBIGRAPH performs better than site-level accuracy
when its cluster contains more than two cell sectors. Wighcths-
ter size of AHANDOVER can perform as good as site-level accu-
racy. The accuracy dflAX , CLOSE, andTHRE is not sensitive
to cluster size. Even if the cluster size is 64, these thredisns
still cannot achieve the RNC-level accuracy.

Table[2 summarizes the properties of the five solutiofs-
GRAPH has the best accuracy, but with the highest measurement
overhead. In order to reduce the overhead, we can create snap
shot of RNCGroundTruth periodically. As we discussed before,
one-day snapshot can perform very well without accuracyadeg
dation over one week. So we thiflGRAPH is still a stable
solution.HANDOVER requires theHandoverCounterswhich is
lightweight. SinceHandoverCountersare not captured at GGSNs,
itis only hourly collected. We thinklANDOVER is a more stable
solution tharBIGRAPH . The overhead and stability MAX and
THRE depend on the input graph, eithBtGRAPH's or HAN-
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Figure 15: Accuracy of the five solutions.
solution overhead accuracy stability
BIGRAPH RNCGroundTruth 70% 1 week — 5 months
HANDOVER | HandoverCounters 53% real-time
MAX RNCGroundTruth/  41% 1 week — 5 months /
HandoverCounters real-time
CLOSE sectors’ GPS 31% static
THRE RNCGroundTruth/  <48% 1 week — 5 months /
HandoverCounters real-time
LAC - 83% static
RNC - 67% static
site - 51% static

1: the accuracy if the cluster size == 4 is applicable.

Table 2: Pros and Cons of the five solutions.

DOVER'’s graph. CLOSE and site-/RNC-level estimation do not
require any dynamic information.

5. PERFORMANCE RE-ASSIGNMENT

Once we have the knowledge of which sectors are related by
clustering, we have high confidence on the traversed netelerk
ments for performance measurements loggetPfowRecords
In this section, we want to associate end-to-end performamet-
rics captured byPFlowRecordsto different network elements with
high accuracy based on the clusters obtained fBI®GRAPH or
HANDOVER.

5.1 Performance Inference

Since the performance metrics capturedBlflowRecordscan
be assigned to incorrect locations due to localizationdneaxy,
our observation of which parts within networks are perforgnivell
and which parts have poor performance may be incorrect. \Wié wa
to leverage the knowledge of related sectors and infer theahc
performance of each network element by associating theuregs
end-to-end performance metrics with all cell sectors indame
cluster.

Measured Performance. IPFlowRecordsmonitors end-to-end
performanceeg., RTT, loss, throughputetc., at GGSNs for each
IP flow. In this measurement infrastructure, although thmred
network location byyPFlowRecordscan be inaccurate, end-to-end
performance is comprehensively recorded at GGSNs.

Ground Truth Performance. In order to quantify how inaccurate

timestamp. Although théPFlowRecordss reported sector can be
inaccurate, vilRNCGroundTruth , we can still label the measured
metrics to where they are.

Re-assigned Performanceln §4, we have already proposed clus-
tering solution8BIGRAPH andHANDOVER for discovering re-
lated sectors. At tim&, let M(s1) be the measured performance
of s1, G(s1) be the ground truth performancesaf P(s1) be the re-
assigned performance sf, ands,, s3, ands, be the sectors in the
same cluster witls;. We re-assign sectesf the performanc®(s;)
with the average oM(s1), M(s), M(s3), andM(s4). Therefore,
for each sector, at any time, we can re-assign performantieeto
sector based on the measured performance of sectors insteid.

To evaluate the benefit of performance re-assignment, we com
pare the measured RTT and the re-assigned RTT with the ground
truth RTT in FigurdIb. FigurEZ16 shows the relative differen
from the ground truth. In the re-assigning, we investigate re-
assigned RTT across different forms of clustems, cell site,BI-
GRAPH'’s clusters, HANDOVER''s clusters. Because the mea-
sured RTT can be considered as the re-assigned RTT when each
sector itself is a single cluster, to make our presentatmrsistent
with that in &3, hereafter, we label the measured performas
“sector”-level re-assigned performance in legends.

According to Figurd_l6, the measured RTT can be very differ-
ent from the ground truth RTT. More than 20% sectors have the
error difference of more than 40%, which encourages us tatéoc
the measured performance better. After the re-assignrentlif-
ference from the ground truth RTT becomes smaller. The media
RTT difference decreases by 10% from 16%. USMiGRAPH's
or HANDOVER 's clusters, the RTT difference is very close to the
one using cell sites, but boBIGRAPH’s and HANDOVER’s
clusters have only 4 clusters while the average size of dels s
is larger.
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Figure 16: Difference across the re-assigned, measured, éGn
ground truth performance.

5.2 Anomaly Detection

The relative difference of RTT is only one dimension for ezt
ing the performance re-assignment. How accurate the igrassnt
reacts to the performance change is of particular intesasedl be-
cause monitoring exceptional performance increases oedses is
one way for cellular operators to detect anomalies.

Figurd LY shows an example that re-assignment does welbin ca

the measured metrics could be and how much benefit can be ob-turing RTT spikes by comparing the re-assigned RTT and thee me

tained from our performance re-assignment, we first havauild b

a ground truth of the performance of each cell sector ovee.tim
Similar to the correlating approach ifL8Z]2.1, we searchctire
rect sector for each measurement®ilowRecords from RNC-
GroundTruth based on the anonymized subscriber identifer and

sured RTT with the ground truth one over a few hours. Fifitka)7
depicts the relative RTT difference over time, which confirthe
observation from Figurfe_16: before the re-assignment, alaive
difference has many outliers larger than 40%, but the RT Taistin
within +/-20% ground truth RTT after the re-assignment.
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Figure 17: How the re-assigned performance reacts to perfenance changes over time.

Instead of the relative difference, Figlird 17(b) companesab- 1r )
solute RTT over FigurEZl7(a). Many times, RTT spikes in gobun St falser -
truth is well captured by the re-assigned RTT baseBIGRAPH s 08 - Sector false+ -
clusters, but failed by the measured performance and tassigned BIGRAPH false+ —&—
0.6 BIGRAPH false- --g---

one based on cell sites. The measured performance is earatic
may potentially have significant inaccuracy. Hereaftegase read-
ing, we do not include the re-assigned performance basethdi
DOVER's clusters if it has similar patterns RIGRAPH .

Given that the re-assigned performance is fairly closeg¢@tbund
truth and also captures the RTT spikes well, we expect it tay p
an important role in anomaly detection in practice wherenzaly
alerts happen when the performance observed in real timesdro
or increases significantlg.g., 25%. AssumingX is a reasonable ) ) ) )
threshold to determine anomalies, if we observe the pedoo® is Figure 18: Anomaly detection via the re-assigned performace.
above 100% +X or below 100% -X of the last performance up-
date, we consider some anomaly has occurred. Then we guantif
and compare the false positive and false negative of usiegeh CDR records used for billing), this information is typigalimilar
assigned performance and the measured performance foahnom to the accuracy of that in PDP Context Setup messages: thgy ma
detection. Note that th¥ is the threshold for the ground truth per-  only be able to distinguish an RNC or LAC (which can cover hun-
formance, but for the re-assigned and the measured onesarwe ¢ dreds of sectors in a metro area). Partly, this is becauseniot

false +/-

0O 01 02 03 04 05 06 07 0 8 09 1
threshold

tune the threshold for each in practices. efficient to propagate all the cell switch signaling infotioa to
Figure[IB illustrates the false positive/negative ovettineshold the core network and the radio network control and date plane

of using re-assigned performance to detect performanaaalies. coupled together. HSPA devices (the majority of smartpharel

In terms of false positives, using cell sites @IGRAPH s clus- data cards today) may change their serving cell every 2 — 20 ms

ters to re-assign the performance have similar false pesibut in order to prevent degradation due to fast-fading in theslegs

BIGRAPH'’s clusters have slightly lower false positives. In terms channel.

of false negatives, both the re-assigned performance lmasBt The deployment of Long Term Evolution (LTE) networks may

GRAPH’s clusters and the measured performance have the lowestalleviate the problem discussed in this paper to some extent

false negative, which is significantly lower than the falegative LTE networks, the control plane signaling that was perfairbg

of the performance re-assigned based on cell sites. Thesigreed the RNC in UMTS is instead performed by a new entity called the
performance based dBIGRAPH’s clusters is much better than  Mobility Management Entity (MME). User data, rather tharirige
the one re-assigned based on cell sites although both agd bas routed through the MME, is sent directly from the base stat®
related sectors. It is becauB6GRAPH s clusters can locate sub-  the core network. This is made possible by LTE’s all-IP aexti

scribers more accurately and leverages the human mohtitgnms ture and a decoupling of the radio network control and dedadl

better consequently. Thus, IP measurements collected in an LTE core network can, i
In summary, re-assigning the performance baseBIGRAPH s principle, be easily correlated with the base station thigireated

clusters can achieve the lowest false positive and falsativeg the traffic. Nonetheless, sector level information is stit avail-

able to the core network and, as we have seen in our studiedela
sectors may not belong to the same base station. Furtherhide
6. GENERALIZABILITY core networks are still logically hierarchical like UMTStmerks:
The split between the radio network where fine-grain loceitie base stations send data to a Serving Gateway which in tunafdr
formation is known (RNCs and base stations) and the coreanktw it it to a Packet Data Network Gateway before it exits to exter
where IP-level metrics are easily collected (SGSNs and G&3SN nal networks such the Internet. Thus, if the Serving Gateveag
is fundamental in UMTS networks. This is because the RNC is distributed physically, the cost of deploying IP measunetrie-
designed to handle all device mobility. While infrequenttsein- frastructure at all ingress points of the core network ma (st
formation is reported to the core network when a device moves prohibitive. For example, in the UMTS network we studiedhist
into a new location area and for accounting purposes (@asetin paper, the number of physical locations housing GGSNSs isotwo



ders of magnitude smaller than the number of physical lonati
housing RNCs so that signaling and handover latencies aepgc
able. It remains to be seen how large-scale LTE networksheill
deployed.

7. RELATED WORK

Studies of human localization have strong motivationsdyie)
insights into our society from perspectives such as urbanrhg,
traffic forecastingetc. [L11,[22]. Particularly, in the mobile comput-
ing community, localization is critical in designing contalelivery
services, context-aware applicatioss;. [[L6],[14[21].

In location-aware studies, one critical issue is how toemilthe
ground truth for end-user locations. Some positioningesyistsuch

as GPS and SkyHookI[1] are among the most well-known solsition

for mobile users. However, these solutions do have linategje.g.,
GPS is not necessarily available for all mobile devices, Skt
Hook does not work well for tracking cellular usefs$ [5]. Mover,
getting GPS information requires user permission mostefithe
and cannot work for indoor localization. There are somelipaa
tion techniques targeting individual usels [2[ %, 6], whitglular
network operational records are very helpful in investigga large
and representative set of cellular usérd [11L B[R 23, 12].

Overall, previous location-aware studies can be classifitml
three categories:

Characterization. Characterizing the relationship between a user’s

interests and his mobility propertiesg., the real-time location, is
critical for location-based services. Based on the IP flaces
from a cellular operator, Keralapuehal. investigated if there ex-
ists distinct behavior patterns among mobile users in wetvéing

behavior [1B]. Trestiaret al. characterized the relationship be-

tween user application interests and their mobility prapsr23).
Via extensive field tests under different movement scesaflisoet

al. presented an empirical study on the performance of mobile

HSPA networks in Hong Kond[24]. Using aggregate statistics
hundreds of thousands of subscribers, Isaacehain demonstrated
different mobility patterns in Los Angeles and New York ().

Modeling. Context-aware applications can benefit from location

forecasting if there exists mobility patterns for indivadwsers and
the future locations are predictable from their mobility dets.

Kim et al. presented a method to estimate the physical location

by associating it with access points in a wireless netwob. [Ea-

gle et al. monitored the cell towers transitions on hundreds of sub-

jects and built a network for cell towers. Through clustgrom
cell towers and discovering strongly related cell towehgytcan
predict each subject’s subsequent movenderit [18].

More than merely modeling the mobility patterns accuratible
overhead of building the mobility patterns has been comsiley

Sohnet al.. [2Z2]. They explored how coarse-grained GSM data

from mobile phones can be used to discover high-level ptiaser
of user mobility properties.

Application. Achieving accurate localization is the prerequisite

for location-based services. Among the studies relateadaig
ing such services, Nicholsast al. and Panget al. generated the
connectivity forecasts beyond the location prediction [PIH. Tak-
ing energy saving into consideration, Ananthanarayamah pro-
posed the solution of associating energy efficient bluétbotspots
with the locations of WiFi access points to enhance WiFi qerf
mance.

Compared with all these studies, our study has the followwira
major differences. First, from the perspective of celldperators,
we focus on the performance metrics in cellular networkseréh
fore, we are interested in accurately localizing subscsilte their
correct network locations, rather than their physical tioees. Sec-

ond, designed for cellular operators, our system has toceethe
overhead for characterizing mobility patterns of all useithe tar-
get network. We face the challenge due to the inherent toffde-
between the fine-grained measurement and measuring oderhea

8. CONCLUSIONS

Our work is motivated by the important problem faced by cellu
lar network operators to identify which parts of their 3Gweaitks
are performing badly ad the radio links between base sttonl
cellular devices heavily impact the end-to-end perforneanc

Our work is the first to quantify the location inaccuracy faapa
ping the IP-level flow records at GGSNs to different fine-geal
aggregation levels, and leverage human mobility patterashieve
better performance localization. We developed clustedtyp-
rithms to group related clusters together, re-assignechesured
performance metrics to more accurately reflect the actued,cand
eventually captured performance anomalies effectiveth Vawer
false positive and false negative rates compared with étiners of
clusters.

During the clustering, in order to balance the tradeoff leemv
localization accuracy and measurement overhead, we Edpo®
solutions for clustering related sectors. One solutionloaate a
subscriber into only 4 cell sectors with the accuracy of 7084r &
consecutive days, while the other one can update the kngelefl
mobility patterns hourly, and increase the accuracy byast|20%
compared to solutions such as clustering purely by cebsite

We believe that our work can be an important utility for ckiu
operators in for the purpose of performance monitoringywoek
maintenance, and anomaly detecting.
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