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ABSTRACT

Unexpectedsugesin requesttrafc (e.g., ash crowds) can ex-
ercisesener-side resourcesuchas accessandwidth,CPU, and
disksin unanticipatedvays. Administratorstodaydo not have the
requisitetoolsto fully understandhe effect that ash crowdscan
have on sener-sideresourcesAs aresult,mostWeb-sererstoday
rely on signi cant over-provisioning, strict admissioncontrol, or
alternatvely usepotentiallyexpensve solutionslike CDNsto pro-
vide high availability underload. A more ne-grainedunderstand-
ing of the performanceof seners underemulatedbut controlled
ash crowd like conditionscanguideadministratordo make more
ef cient provisioningandresourcananagemerdecisions.

We presentthe initial designof Mini-Flash Crowds (MFC) — a
light-weight wide-areapro ling servicethat revealsresourcebot-
tlenecksn aWeb-sererinfrastructureincludingacces®andwidth,
processingesourcesand back-enddatamanagementThe MFC
approachis basedon a setof controlled measurements which
anincreasingnumberof distributedclientsmake synchronizede-
gueststo exercisespeci ¢ resource®f a remotesener. Usinga
numberof wide-areaxperimentsandcontrolledlab tests we shav
that our approachcanfaithfully track the impactof requestioads
on differentsener resources.Our approachis non-intrusve and
thuswe canuseit to actively probennumeroudive Web seners.
We presentthe resultsfrom a preliminary measuremenstudy of
resourceprovisioningon public Webseners.
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1. INTRODUCTION

Providersof Web-basedpplicationshave to provisionresources
(processingagndmemorycapacity accesdandwidth databasand
storage)o ensuregoodresponseime. Providing this consistently
undera broadrangeof operatingconditionsrequiresan ability to
predictthe volumeandmix of requestsLarge providerstypically
resortto over-provisioning,distributedcontentdelivery, or dynamic
resourcerovisioning. Smallemprovidersprovisionfor thecommon
caseby tradingoff robustnesgo large variationsin workloadfor a
cheapeiinfrastructure. Yet, operatorsare left without a senseof
how their applicationinfrastructurewill handlelarge increasesn
traf ¢ dueto plannedeventsor unexpectedsuigesdueto attacksor
ash crowds. Sucheventscanleadto signi cant loss of revenue
anddissatis edusersf theinfrastructures unableto maintainrea-
sonablygoodserviceor atleastdegradegracefully

We introducea pro ling serviceto help operatordetterunder
standtheability of theirInternetapplicationgo withstandncreased
requestioad. We proposeMini-Flash Crowds(MFC) — a mech-
anismthat revealsconstraintan the applicationinfrastructureby
quantifyingthe numberandtype of simultaneousequestghatare
likely to tax speci c resourcesand affect responsdime. Using
MFC, an applicationprovider can comparethe impact of an in-
creaseén database-intengrequestsersusanincreasén bandwidth-
intensive requests. Armed with other information (say through
controlledlab testing),the operatorcan make betterdecisionson
provisioningadditionalresource®r introducingrequesshaping.

A MFC is a phasedset of controlled measurements which
anincreasinghumberof distributed clientsmake synchronizede-
guestgo aremoteapplicationsener. Theserequestattemptto ex-
ercisea particularpartof theinfrastructuresuchasnetwork band-
width, local disk, or back-enddatabase.As the numberof syn-
chronizedclients increasespne or more resourcesnay become
stressed]eadingto a small but discerniblerise in the response
time. At this point, inferencecanbe madeabouttheresourcepro-

le of theapplication.The numberof clientsmakingsimultaneous
requestds increasednly up to a pre-setmaximum-— if thereis
no changein the responsdime, we label the applicationinfras-
tructureas unconstrained.This somavhat conserative approach
allows MFC to reveal resourceimitations for mary applications
while limiting its intrusiveneson thetestedsites.

TheMFC techniquecanbethoughtof asa“black-box” approach
for determiningthe resourcdimitations of an Internetapplication,
or for uncoveringperformancalitches vulnerabilities andcon g-
urationerrorsthatwerenot apparenfrom internaltestingin a lab
or datacenter The key advantagesf the MFC approachare: i)
lightweightandnon-intrusve measurementhathave minimalim-
pacton, andinvolvementfrom, productionseners;ii) useof real,
distributedclientsthattestthe deployed applicationinfrastructure,



andaccuratelyre ect the effectsof wide-areanetwork conditions;
andiii) ability to work with abroadrangeof Webapplicationawith

little or no modi cation, while at the sametime providing some
tunability to run moreapplication-speci dests.

We conductedmary wide-areaand controlledlab experiments
usingsyntheticworkloadsto validateMFC's ability to tracksener
responsgimesandrevealresourceconstraints We alsoconducted
preliminaryexperimentsoverlive Websenersandknown Phishing
seners. Early resultsindicatethatthe MFC approachs animpor-
tant contritution to the setof tools and servicesfor pro ling the
performanceandavailability of Webseners.

2. MINI-FLASH CROWD DESIGN

2.1 Solution Requirements

Ourgoalis to developamechanisnthatgivesapplicationproviders
usefulinformationaboutresourcdimitationswithoutimposingun-
dueloadontheirinfrastructure Fromthe operators point of view,
the mechanisnshouldaccuratelyre ect the applications perfor
manceunderrealisticload conditions;i.e., theinformationshould
be representative Traditional benchmarkingapproachesn con-
trolled LAN settings(e.g.,[11]) do notaccountfor wide-areacon-
ditions or characteristicof the actualInternetconnectiity (e.g.,
speed,diversity, etc.). Thus, we needto stressthe actualappli-
cationinfrastructureusing clients distributed aroundthe Internet.
Secondlytheapproactshouldbelargely automaticyequiringmin-
imal inputfrom operatorsaboutthe speci cs of theapplicationand
infrastructure. Finally, allowing sometunability is desirablefor
testingspeci ¢ applications andfor tailoring the measuremerio
differentoperationalgoals. Someapplicationsmay be tolerantto
largeincreasesn responsdime (e.g.,software binary distribution
services) while othersmay be more sensitve to increasesn re-
sponsdime (e.g.,it maybeimportantto know thata 10%increase
in requestwolumecausesheresponsdime to double).

2.2 MFC methodology

The above requirementsaiseseveral technicalchallenges.De-
veloping a genericrequestworkload that can exercisea speci ¢
combinationof resourcesn a productionsener infrastructureis
dif cult. Given an obsered increasen responsdime, it is non-
trivial to attributeit to contribtutionsfromindividual senerresources.
For example,it may be very dif cult to attribute a 50msincrease
in responsdime to a bandwidthbottleneckat the sener versusa
limitation of the sener processingcapacity Anotherchallengeis
the problemof exercisingtight controlon theloadimposedon the
applicationinfrastructurefrom a setof distributed clients whose
requestsnay be affectedunpredictablyby wide-areaconditions.

To exercisespeci C sener resourceswe issueconcurrentre-
guestfrom anumberof clientsfor aparticulartype of content.For
example,to exercisea sener's network connectionwe canmale
concurrentrequestdor large objectshostedat the sener (e.qg., bi-
nary executablesmovie les). To minimize the needfor sener-
sideinputandto maintainalevel of generalityin the approachwe
suney the contenthostedon the sener andautomaticallyclassify
it into differenttypesusingheuristicssuchas le nameextensions
and le sizes.We achieve tight controlover theload on the sener
resourcedy schedulingclientrequestsn a centralizednannerus-
ing measurementsf thenetwork delaybetweereachclientandthe
targetsener.

Figurel shavs a singlecoominator orchestratinghe MFC ex-
perimenton atargetserver At thecoordinators commandaspec-
i ed numberof participatingclientssendsynchronizedequestto
thetargetsener. A setof measuers monitor the progressof the
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Figure 1: Structur e of a Mini-Flash Crowd experiment.

MFC by samplingtheresponsdime atthetamgetandcommunicat-
ing with the coordinator The coordinatorusesthe feedbackirom
clientsandmeasurerso determinehow long to runthe MFC. The
overall experimentconsistof apro ling step,followedby several
measuremerghases.

Pro ling targetcontent. Beforethe MFC experimentbegins, the

pro ling stepinvolvesthecoordinatorcrawling thetametsite. The

coordinatorclassi esthe objectsdiscoveredduring the crawl into

a numberof catgoriesbasedon content-typefor example,regu-

lar/text (for text andHTML les), binaries(e.qg,.pdf, .exe, .targz

les), images(e.g., .gif, .jpg les), and queries(e.g., form ele-
ments). Objectsare further classi ed into three cateyoriesbased
on thereportedobjectsizes(issuinga HEAD requesfor les and
GET requesfor queries)- SmallObjects Large ObjectsandSmall
Queries The SmallObjectsandLarge Objectsgroupscontainreg-

ular les, binaries,andimageswhosesizesarelessthan10KB or

greatethan100KB, respectiely. We alsonotethe URLswhichap-
pearto generatelynamicresponseée.g.,by executingscripts),and
sortthemby the size of thereturneddata. The Small Queriescat-
egory is populatedwith the smallest10th percentilefrom this set.
Note thata small queryis not necessarilya “form”, but a prede-
ned URL with a“?” whichindicatesa CGl script. Thecateyories
of objectrequestareselectedor their expectedmpacton speci ¢

senerresourcegreferSection3).

MFC Stages.After completingthe pro ling step,the MFC exper
imentproceedsn stagesin eachstagethe MFC attemptgo exer
ciseaspeci ¢ setof senerresource®y makinga varyingnumber
of synchronizeadequestgor objectsfrom the samecateory.

In the Small Object stege, participatingclients requestunique
smallobjects(if available). Assumingthe sameobjectsarenotre-
questedsimultaneoushby other clients (and hencecachedin the
sener's le system),we expectthis stageto primarily impactthe
disk sub-systemln theLarge Objectstage, participatingclientsre-
guesthesamdargeobjectsimultaneouslyprimarily exercisingthe
sener's network accesdandwidth.Sincewe requesthe sameob-
jectmultiple times,thelikely cachingreducegsisk of impactingof
thedisk. In theSmallQuerystage, clientsmale request$or unique
dynamicallygeneratediataif available;elsethe sameobijectis re-
guested.Sincesuchqueriesoften requiresomeinteractionwith a
baclenddatabaseye expectthatthis stagewill affecttheback-end
informationsystem,rrespectve of whetherthe clientsrequesthe
sameor differentsmallqueried. Finally, in the Basestage, clients
make a HEAD requestfor the baseWeb pagehostedon the tar-
getseners(e.g. index.html or index.php). This stageprovidesan

1Theloadonthedatabaseaclendis lik ely to belighterin thelatter
casedueto cachingof resultsin the DB front-end.



estimateof the basicrequesprocessindime atthe sener.

Within eachstage ,we assumehatthe load on the sener's re-
sourcesis strictly monotonicin the numberof simultaneouge-
quests. However, theremay not be a discernibleload on sener
resourcedor a numberof reasons:(1) the sener cachesobjects
andotherclients(notpartof the MFC) requesthesameobjectsyn-
chronouslyor (2) theapplicationinfrastructureconsistof multiple
replicatedseners, or (3) the sener dynamically provisions addi-
tional resourcego handleincreasesn requestvolume. Without
knowledgeof the sener sidecon guration, it is dif cult to deter
mine if caching,load balancing,or dynamicprovisioning affects
a particularstageof the MFC experiment. Thus, if responsdime
doesnot grow with the numberof participatingclientsin a stage,
we cannotinfer the effect of the MFC on sener resources.The
lack of a perceptibledegradationin performancedoesimply that
the sener is well-equippedo handlethe requestslf theresponse
time doesincreasemonotonically thenwe canassumehatsener
sideresourcesreindeedbeingexercised.

Epochs. Eachstageof a MFC experimentis composedf several
Epodis In epochi, thecoordinatordirectsN; participatingclients
to issueconcurrentrequestf a given type to the target. Clients
participatingin epochi constitutea crowd The coordinatoralso
determineghe particularobject that a client or measurershould
requesin anepoch.

Duringanepoch themeasurersloselymonitorthetargetsener
to ascertainf theMFC is causingespons¢imesto increaseppre-
ciably. Themeasurersalke concurrentequestgor eitherthesame
typeof objectasthe crowd or othertypesof content.Thelatterap-
proachis usefulfor quantifyingthe correlationamongresourcesn
thetargetsener (e.g.,"How doesadisk-intensie workloadimpact
the responsdime of a dynamicor DB-intensie request?”). The
measurersnustaccesshetargetsite at the sametime asthecrowvd
to tracktheimpactof the MFC onthetargetaccuratelyAt theend
of the epochsthe measurerseportthe normalizedresponsdime
(responseimefor request RTTbetweermeasuer andtarget) to
thecoordinator

Basedon the measurerstesponsdimesfor requestsn epochs
1::i, the coordinatoreitherterminateghe stage or movesto epoch
i+ 1. Thecoordinatomuseghefollowing simplealgorithmto decide
thenext step:

Ched: If the mediannormalizedresponseime reportedby the
measurersn anepochi (i , 3) is greaterthanathresholdy, the
MFC entersa “check” phase . Thegoal of this phasds to ascertain
thatthe obsened degradationin responsdime is dueto overload
on a sener resourceand not due to noisein measurement.The
coordinatorcreateswo additionalepochspnenumberedi-" with
Ni j *clients,andtheothernumberedi+” with N; + +clients.If
themeasurersmedianresponsédime in theseepochss alsoabove
M, the checksucceedsand the coordinatorterminates the MFC
experiment.Otherwisethe checkfails andthe MFC progres®sto
epochi + 1.

We notethatthe variationin the measurerstesponséime indi-
catesthe con dencewe canattachto the measurementthe larger
thevariation,thehigherthelik elihoodthatthe measurementsere
affectedby noise.

Progress: If the measurerseportno perceptibleincreasdn the
target's responseime in aregularepoch,or the checkphasefails,
thecoordinatoprogresses thenext epochwherealargernumber
of clientsparticipate.To ensurehatthetagetdoesnotfacesudden
load suges, the coordinatorincreaseghe size of the cronvd by a
small, x edvalue(we setthisto 5 in our experiments).

Terminate:If thecheckphasesucceedspr the numberof partic-
ipating clients exceedsa certainthreshold,the coordinatortermi-

nategheexperimentandresetsll clientsandmeasurers.

Synchronization. In ary givenepochtheloadonthetamgetsener
is proportionalto the numberof concurent requestsit is serv-
ing, which directly determineghe sener's responsdime. Thus,
an importantrequirements that whenk clients participatein an
epoch, the numberof concurrentMFC requestsat the sener is
Y K. Implementinga distributed synchronizatiorprotocolamong
theclientsintroducesunwantedcompleity; we rely ontechniques
that achieve reasonableynchronizatiorin practice. Speci cally,
we exploit the centralizedcoordinatorto scheduleclient requests
in asynchronousvay.

To ensuresynchronizationthe coordinatotissuesa commando
the clients (andthe measurersat the beginning of the experiment
to measureéheround-triplateng to thetargetsener®. Clienti then
reportsthe round-tripdelay T;*" %, backto the coordinator The
coordinatoralsomeasureshe round-tripdelayfrom itself to each
client, T°°"d,

Basedon thesemeasurementshe coordinatorscheduleglient
requestsothatthey all arrive attheseneratroughlythesametime
T. NotethattheactualHTTP requestrrivesat the sener roughly
atthe sametime asthe completionof the 3-way SYN hand-shag.
To synchronizelientrequesarrivals,thecoordinatoissuesacom-
mandto clienti attimeT j 0:5aT; 1:5aT2 %" Assuming
thatthenetwork lateny betweerthecoordinatorandtheclientshas
notchangedsincetheinitial lateny measurementsjienti will re-
ceive this commandattime T j 1:5a T;*"9; atthis time, client
i issuesthe requestspeci ed in the commandby initiating a TCP
hand-sha& with the sener. Again, assuminglient-tagetnetwork
lateny doesnot changethe rst byte of clienti's HTTP request
will arrive atthetargetattimeT.

Sincethetime-sparof aMFC experiments lessthana few min-
utes,we believe thattheassumptiorof stationarynetwork latencies
is notunreasonablfl2].

3. VALID ATION

We addresghe following questionsthroughvalidation experi-
mentsperformedn controlledlaboratorysettings:(1) Are requests
from MFC clientsadequatelpynchronous®2) How well canMFC
track responsdime of the sener? (3) How effective are MFC re-
questsat exercisingtheintendedresourcesit thetamgetsener?

3.1 Validating Synchronization and Response
Time Tracking

To answerthe rst two questionswe setup a sener thatdoes
not hostary real contentandjust returnsa blank page.The sener
runsa lightweight HTTP sener [1] on Linux 2.6.9ona 3.2 GHz
Pentium-4machinewith 1GB of RAM. The MFC software was
deployed on 70 PlanetLabmachinegboth clientsand measurers).
Both the coordinatorand the target web sener are high-endma-
chineswithin University of Wisconsin,with high-bandwidthcon-
nectvity to thelnternet.Thetargetsenerrecevesno otherrequest
trafc. We instrumentthe sener to trackrequestrrival timesand
to implementsyntheticrespons¢ime models.

Synchronization. To testthe accurag of the synchronizationye
log the arrival timesof eachincomingHTTP requestat the target
sener. Figure2 shavsthearrival time of eachrequestvith acrowd
sizeof 45 clients. In theseexperimentsthe coordinatorrommands
the clientsto make a HTTP requestroughlyd = 15s aftertaking
thelateny measurementbout 70% of therequestsrrive within

2To do this, we use TCP pings, i.e., we measurethe delay be-
tweenthe transmissionof a SYN paclet and the receptionof a
SYN+ACK.



5msof eachother(clients7 through40), and90% of the requests
arrive within 30msof eachother(clients3 through43), indicating
thatour synchronizatioralgorithmworksreasonablyvell.
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Figure 2: The arri val times at the target sewver for 45 partici-
pating clients
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Figure 3: Emulation of responsdime functions.

Accurate Emulation of ResponseéTime. Next, we incorporatear-
ti cial responséime modelsinto thevalidationsener. Eachmodel
de nesthe averageresponseime perincomingrequesiasa func-
tion of thenumberof simultaneousequestsatthe sener. Thearti-
cial responsdimeswerestrictly non-decreasinfunctionsof the
pendingrequestueuesize.

We shaw theresponsgimesestimatedy the measurergor two
models: Linear (Figure 3(a)) and Exponential(Figure 3(b)). In
bothcaseswe seethatthemeasurerareableto faithfully trackthe
senerresponsé¢ime function.

3.2 Understanding Resource Constraints

We now examinethe effectivenesof MFC in exercisingspeci ¢
resourcestthetargetsener. We setup a Apache2.2 Web sener
(with the worker multi-processingnodule)on a 3 GHz Pentium-4
machinewith 1GBRAM runningUbuntuEdgy(2.6.17.1kernel)’.
We emulatea MFC onthis targetsener with clientslocatedon the
sameL AN asthesener.

For eachexperimentwe measurgl) the responsegimesseenby
the measurerand MFC clients, and (2) sener-side resourceuti-
lization usingsystemdiagnosticutilities (we useatop to monitor
the CPU, residentmemory disk accessandnetwork usageat the
sener). Unlessotherwisespeci edwe usecrowd sizesin therange
of 5-50clients,in incrementof 5.

Small object workload. In thesmallobjectworkload,every client
requestsa 20 byte object from the tamget validation sener. We
considertwo variantsof this experiment:uniquesmall objectsand

3For the synchronizatiorand responsdime evaluationwe chose
a simplesener softwarethatis easyto instrumentwith the func-
tionality we desired.For theseexperimentave usea morerealistic
con guration

40 50 0

samesmallobjectsto distinguishcachingeffectsatthe sener. Fig-
ure4 shows theresultsof the samesmallobjectexperiment.There
is little percevableload onthe senerandcorrespondinglyo sub-
stantialincreasein the obsened responsdime. The absenceof
disk readsfor the durationof the experimentindicatessener-side
caching.The CPU, network, andmemoryutilization increasevery
slightly with crowd size(not shawn).

Next, we populatethe sener with a large numberof unique20
byte objects.Figure5 shavs thatthe obseredresponsdime when
eachclient requests uniqueobjectin eachepoch.We seea 20£
increasewhencomparedo the samesmall objectexperimentfor
thecorrespondingrowd size. Thenetwork andmemoryutilization
are comparablgo the samesmall object experiment. Unlike the
sameobjectsexperiment,the numberof disk readsgrows linearly
with crowd size,accountingor thelargeincreasen responsd¢ime.

Lar geobjects. In thelarge objectworkload,eachMFC client re-
gueststhe samel00KB objectfrom the sener. Figure6 shows a
signi cant increasein the medianresponsdime obsered by the
clientsdueto the network load on the sener. CPU, memory and
disk utilization remainnegligible during the experiment- the net-
work bandwidthconstrainis primarily responsibldor theincrease
in responsd¢ime.

Small dynamic object workload. For emulatinga dynamicobject
or databaseueryworkloadwe setup abaclenddatabasédatabase
detailsarenot relevantfor this validationexperiment). The query
of interestcauseghe sener to retrieve 50000entriesin oneof the
database¢ablesandreturntheir meanandstandardieviation. Note
thatthe queryworkloadis not network intensve asthe responses
arelessthan100bytes. The baclenddatabasés a MySQL sener
with the querycachesizesetto 16MB. Many databasémplemen-
tationsproactively cachequeryresponseto avoid additionalquery
overhead. We experimentedwith two sener-side software inter
facesfor the databasebaclend: the FastCGIl [8] module and
Mongrel [4], alightweightsenerexplicitly designedor handling
dynamicobjects.FastCGlsinef cient implementatiof causednem-
ory usageon the sener increaseddramaticallywith crowd size;
thuswe focuson theresultsusingMongrel. For crond sizesup to
50, we seethatthe responsdime stayswithin 10ms(not shown).
Theactualdatabasbaclendappearso beef cient in cachingquery
responsesye obseredlittle effectondisk, CPU,andmemoryuse.

We also examine a unique small dynamic object workload to
identify resourcéottlenecksn theabsencef databasguerycaching
effects. Figure7 shavs our validationmeasurementshe mostin-
terestingfeatureis the medianresponsgime increasingdueto the
increasedCPU utilization.

Implications of Validation Experiments. We seethatby choosing
appropriatenvorkloadsit is possibleto narrav down theimpacton
speci ¢ senerresourcesThis validatesthe MFC premisethatit is
feasibleto provide usefulinference®nresourceonstraintsisinga
lightweight measuremerinfrastructure.We alsocameacrosswo
other interestingeffects which helpedus put the applicability of
the MFC approachin perspectie: i) impacton serialvs. parallel
accessedesourcesandii) granularityof MFC inferences.

An increasein the obsered responsdime in the MFC exper
iment undera particulartype of requestcan be attributed to two
possibilities. Oneis an increasein the load on a speci ¢ sener
resource whereeachadditionalrequestconsumesa proportional
fraction of the resource. The otheris anincreasedueto sener

4FastCGlforks a new procesgor eachrequest.As the numberof
requestdncreasesgachof theforked processndependentlynher
its the memoryimageof the parentprocesdeadingto very high
memoryusageduringthe experiment.
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side schedulingand resourceserializationconstraints where ad-
ditional requestglo notimposeary additionalload on a resource,
but merelycreatdargersizedqueue®f requestsvaiting for there-
source(e.g.,serializedaccesgo a singledisk). Thus,serialization
bottlenecksanimpactour ability to detectresourceconstraints.

Sener throughpuis determinedy a numberof factors,includ-
ing hardware performance software throughput,and the sener-
sidecomponentsisedfor handlingrequestsOurexperimentshov
thatwhile we maybeableto isolateresourceconstraintsata “sub-
system”level (e.g., disk subsystemgdatabaseaccesssubsystem,
network subsystem)providing informationat a ner granularity
to preciselypinpointif the constraintis a hardwareor softwarein-
efciency is dif cult. Evenwith full accesgo the sener andthe
ability to fully instrumenit, performingroot-causenalysisof per
formancedegradationss still non-trivial given the compleity of
modernday seners and applications. Naturally, inferencesfrom
remotemeasurementslonearemorechallenging.

Ultimately ary ne-grainedanalysisof resourceconstraintsare
bestunderstoody theindividual administratorsnanaginghetar-
getseneror applicationdeingtested We soughto indicatecoarse-
grainedresourceconstraintsaasa guidelinefor bettersener provi-
sioning.Ourvalidationresultsdemonstratéhe promiseof theMFC
approacho achieve this goal.

4. PRELIMIN ARY MEASUREMENTS

We presentwo setsof preliminarywide-areameasurementss-
ing the MFC approach.Over the courseof oneweek,we ranthe
“Base” stageof the MFC (HTTP HEAD requestgo index.html)
against200live Websenersand44 known phishingseners,using
65 Planetlabmachinesasclients. We usea thresholdy = 100ms,
i.e.,if thedifferencebetweerthe obseredresponsdime (median
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acrossmeasurer andthe baseresponsgime (correspondingo a
crowd sizeof 5) is morethan100mswe stopthe MFC experiment.
Generic Web servers: For purposef illustration, we groupdif-

ferentWebsitesinto four non-overlappingcategoriesbasedon the
Alexa“reachpermillion” metric[2]®: 50 Websiteseachwith reach
in therangel-10,10-100,100-1000,and 1000-10000 We expect
thatWebsitesvith smallreachwould bequalitatively similarto one
anotherin termsof provisioning,anddifferentfrom Websiteswith

muchlargerreach.

o

Fraction of servers with stopping crowdsize
o
2

100-1000 1000-10000

10-100
ALEXA Reach

Figure 8: Breakdown of stopping crowd sizesfor various Alexa
reachrangeswith a HEAD request

Figure8 shavs a summaryof the crowd sizeat which different
Web senersshav a degradationof morethan100msin response
time. For eachreachcategory, we breakdown the crowd sizeval-
uesinto sub-rangessshavn. We obsere that, as expected,the
fraction of Webserersthatshav a 100msdegradationin response
time decreasesigni cantly aswe move to larger reachcateyories
(95%for the 1-10cateyory vs 35%for 1000-10000)However, we

nd it surprisingthat more than30% of the Websitesevenin the
1000-10000category shawv visible degradationin responsdimes
evenwith fewerthan65 simultaneousequests.

Phishing Sites: We also conducteda preliminary measurement
studyof a numberof phishingsitesobtainedfrom Phish-tani5].
Ourgoalwasto understanthow theseghesesenerscompareagainst
popularor low-endWeb senersin termsof their provisioning. We
tested44 differentphishingsites,of which 40 shaveda 100msre-
sponsdimeincreasavith acrowd sizelessthan45. Figure9 shavs
the breakdavn of the crowd sizesfor the 40 clients that shoved
suchanincreaseMore than60%of the phishingsitesshavedsuch
anincreasewith a crowd sizelessthan15. If we comparethis to
the Alexa 1-10 category Websitesfrom Figure8, we nd thatthe

5In our experimentswe treateachclientasameasureaswell, i.e.,
we do notusea separatesetof measurers.

51f a Web site hasa reachper million of 1000, it meansthat the
Websitewasvisitedby 1000peoplein Alexa's sampleof 1 million
users.
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Figure 9: Breakdown of stopping crowd sizeswith HEADre-
questfor phishing sites

correspondingdraction of siteswas40%, suggestingagain asex-
pectedthatmostof the phishingsitesarehostedon fairly low-end
senerssimilarto thelowerreachWebsites.

5. DISCUSSION

Differ enceswith real ash-crowds. Oneof the key emphasiof
our work is that we usea mini- ash crowd that differs signi -

cantly from areal ash crowd. The key differenceis thatwe run
themeasurementsnderacontrolledsetup.Thus,therequestérom
the MFC experimentappeatik e normalrequestsexceptthatthey
have ability to measureperformanceipping points. We explicitly

ensurethatthetamgetdoesnot facea suddersuigein loadunlike a
real ash crowd. ThisimpliesthatthetargetWebsitedoesnotenter
apanicmodeof operatiorandthusskew the experimentresults.

Multi-ser ver Websites. Our currentinfrastructureassumeshata
single|P addressorrespondso a singlephysicalhostandthere-
sponsdimesaremeasuredinderthis assumptionThis assumption
doesnot hold for Websitesthat use certainload balancingtech-
niques(e.g.,usingDNS redirectsor IP arycast)in thesener back-
end,or usea distributeddeploymentof seners(e.g.,CDNs). The
MFC approachcanstill be usedto identify how suchsenersre-
actto realistic ash-crowd scenarioshowever identifying speci c
hardwarebottleneckdecomesarderwhenthe Websitesusereac-
tive load balancingeechniques.

Security Implications. The presencef a public MFC infrastruc-
ture raisesa concernthatthe approactcanbe exploited to launch
targetedattackswvith maliciouslycraftedrequespatterngo seners.

However, we note that the MFC servicewill be appliedin a re-

strictedmannemwith accesgontrolsandthe experimentaparame-
terschoserto ensurehenon-intrusvenesof the experiments.

Implementation inef ciencies vs. Performance prediction. At
a high-level, we would like the MFC setupto achieve two goals.
First, we wantto identify (to someapproximationjmplementation
inef ciencies andresourcebottlenecksn a Web sener infrastruc-
ture. Secondwe wantto provide aframework for Websiteadmin-
istratorsto predict the performanceunderheary load. While our
initial design measuremerandvalidationexperimentson rm the
former goal, the latter goal requiresthat the setupbe ableto pro-
vide a full load-responseune. We planto explore performance
predictionin futurework.

Implications for Administrators. Ultimately, the MFC measure-
mentshave to be translatednto meaningfulsuggestiongor net-
work operatorsFor example,if afew smallqueriescauseroblems
thenthey needto x querylookups;if large objectsare causing
earlykeel-over they needto eitherbreakthemup or pre-cacheetc.
We arecurrentlyworking on providing a systematidramenwork for
operatorgo dehug Websiteperformance.

6. RELATED WORK

Web sener benchmarkingools[6, 11, 3, 10] rangein sophisti-
cation. Someemulatemultiple usersessionsgreateclientrequests
for dynamiccontentandemulateseveral“standardizediworkloads
for e-commerceand regular Web browsing scenarios.Controlled
emulationis donein alaboratorysettingusingaverageinter-arrival
times, numberof clients, andrate of requestgerived from mea-
surementsakenatrealWebseners.Benchmarkareusedto stress
testa sener by running multiple clients in parallel where both
clientsandsener areon the sameLAN. MFCs useclientsacross
thewide-arednternetgeneratingnorerepresentagieresults. MFC's
targetedrequestexercisespeci ¢ sener resourcesn a controlled
way yielding detailedand ne-grainedobsenations.

Early work on ash crowds [9] proposedsener-side heuristics
to distinguish ash crondsandDDoS attacks.Chenet. al identify
ash crowds by examining performancedegradationin responses
from aWebsite[7]. Thesetechniquesreusefulto identify whena
seneris experiencingextremeload but MFCsaccuratelypin-point
the requestvolume at which the sener's responsdime begins to
shav perceptibledegradation.

7. SUMMARY

We presentedhe initial designof MFC — a light-weight wide-
areapro ling servicethat revealsresourcebottlenecksn a Web-
sener infrastructure. Using controlledmeasurementwith anin-
creasingqiumberof distributedclientsmakingsynchronizedequests
to exercisespeci ¢ resource®f a remotesener, we are ableto
faithfully tracktheimpacton differentsenerresourcesThrougha
numberof wide-areaxperimentsandcontrolledlabtests we shav
that our approactis non-intrusve andusablefor actively probing
live seners. We presentedhe resultsfrom a preliminarymeasure-
mentstudyof resourceprovisioningonlive public Websenersand
known phishingseners.We arecurrentlyrunningextensie experi-
mentswith otherMFC stage®veramuchlargersetof Webseners.
We arealsorunningmoretamgetedmeasurementstinterestingspe-
cial catgoriesof Websitessuchasphishersplogs, typosquatters,
andstartupcompary Websites.
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