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ABSTRACT
Unexpectedsurges in requesttraf�c (e.g., �ash crowds) can ex-
erciseserver-side resourcessuchasaccessbandwidth,CPU, and
disksin unanticipatedways.Administratorstodaydo not have the
requisitetools to fully understandthe effect that �ash crowds can
haveonserver-sideresources.As a result,mostWeb-serverstoday
rely on signi�cant over-provisioning, strict admissioncontrol, or
alternatively usepotentiallyexpensive solutionslike CDNsto pro-
vide high availability underload.A more�ne-grainedunderstand-
ing of the performanceof servers underemulatedbut controlled
�ash crowd like conditionscanguideadministratorsto make more
ef�cient provisioningandresourcemanagementdecisions.

We presentthe initial designof Mini-Flash Crowds (MFC) – a
light-weight wide-areapro�ling servicethat revealsresourcebot-
tlenecksin aWeb-serverinfrastructure,includingaccessbandwidth,
processingresources,andback-enddatamanagement.The MFC
approachis basedon a set of controlledmeasurementsin which
anincreasingnumberof distributedclientsmake synchronizedre-
queststo exercisespeci�c resourcesof a remoteserver. Using a
numberof wide-areaexperimentsandcontrolledlabtests,weshow
that our approachcanfaithfully track the impactof requestloads
on differentserver resources.Our approachis non-intrusive and
thus we can useit to actively probenumerouslive Web servers.
We presentthe resultsfrom a preliminarymeasurementstudyof
resourceprovisioningonpublicWebservers.

Categoriesand SubjectDescriptors
C.4 [Performanceof Systems]: [Measurementtechniques,Mod-
eling techniques,Reliability, Availability, andServiceability]

GeneralTerms
Management,Measurement,Performance
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Flashcrowds,Webperformance
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1. INTRODUCTION
Providersof Web-basedapplicationshaveto provisionresources

(processingandmemorycapacity, accessbandwidth,databaseand
storage)to ensuregoodresponsetime. Providing this consistently
undera broadrangeof operatingconditionsrequiresan ability to
predictthevolumeandmix of requests.Largeproviderstypically
resorttoover-provisioning,distributedcontentdelivery, ordynamic
resourceprovisioning.Smallerprovidersprovisionfor thecommon
caseby tradingoff robustnessto largevariationsin workloadfor a
cheaperinfrastructure. Yet, operatorsare left without a senseof
how their applicationinfrastructurewill handlelarge increasesin
traf�c dueto plannedeventsor unexpectedsurgesdueto attacksor
�ash crowds. Sucheventscanleadto signi�cant lossof revenue
anddissatis�edusersif theinfrastructureis unableto maintainrea-
sonablygoodserviceor at leastdegradegracefully.

We introducea pro�ling serviceto helpoperatorsbetterunder-
standtheability of theirInternetapplicationstowithstandincreased
requestload. We proposeMini-Flash Crowds(MFC) – a mech-
anismthat revealsconstraintsin the applicationinfrastructureby
quantifyingthenumberandtypeof simultaneousrequeststhatare
likely to tax speci�c resourcesand affect responsetime. Using
MFC, an applicationprovider can comparethe impact of an in-
creasein database-intensiverequestsversusanincreasein bandwidth-
intensive requests. Armed with other information (say, through
controlledlab testing),the operatorcanmake betterdecisionson
provisioningadditionalresourcesor introducingrequestshaping.

A MFC is a phasedset of controlledmeasurementsin which
anincreasingnumberof distributedclientsmake synchronizedre-
queststo aremoteapplicationserver. Theserequestsattemptto ex-
ercisea particularpartof the infrastructuresuchasnetwork band-
width, local disk, or back-enddatabase.As the numberof syn-
chronizedclients increases,one or more resourcesmay become
stressed,leading to a small but discerniblerise in the response
time. At thispoint, inferencescanbemadeabouttheresourcepro-
�le of theapplication.Thenumberof clientsmakingsimultaneous
requestsis increasedonly up to a pre-setmaximum– if thereis
no changein the responsetime, we label the applicationinfras-
tructureasunconstrained.This somewhat conservative approach
allows MFC to reveal resourcelimitations for many applications
while limiting its intrusivenesson thetestedsites.

TheMFC techniquecanbethoughtof asa“black-box” approach
for determiningtheresourcelimitationsof anInternetapplication,
or for uncoveringperformanceglitches,vulnerabilities,andcon�g-
urationerrorsthatwerenot apparentfrom internaltestingin a lab
or datacenter. The key advantagesof the MFC approachare: i)
lightweightandnon-intrusivemeasurementsthathaveminimal im-
pacton, andinvolvementfrom, productionservers;ii) useof real,
distributedclientsthat testthedeployedapplicationinfrastructure,



andaccuratelyre�ect theeffectsof wide-areanetwork conditions;
andiii) ability to work with abroadrangeof Webapplicationswith
little or no modi�cation, while at the sametime providing some
tunability to runmoreapplication-speci�ctests.

We conductedmany wide-areaandcontrolledlab experiments
usingsyntheticworkloadsto validateMFC's ability to trackserver
responsetimesandrevealresourceconstraints.We alsoconducted
preliminaryexperimentsoverliveWebserversandknown Phishing
servers.Early resultsindicatethat theMFC approachis animpor-
tant contribution to the setof tools andservicesfor pro�ling the
performanceandavailability of Webservers.

2. MINI-FLASH CROWD DESIGN

2.1 Solution Requirements
Ourgoalis todevelopamechanismthatgivesapplicationproviders

usefulinformationaboutresourcelimitationswithout imposingun-
dueloadon their infrastructure.Fromtheoperator's point of view,
the mechanismshouldaccuratelyre�ect the application's perfor-
manceunderrealisticloadconditions;i.e., the informationshould
be representative. Traditional benchmarkingapproachesin con-
trolled LAN settings(e.g.,[11]) do not accountfor wide-areacon-
ditions or characteristicsof the actualInternetconnectivity (e.g.,
speed,diversity, etc.). Thus, we needto stressthe actualappli-
cation infrastructureusingclientsdistributedaroundthe Internet.
Secondly, theapproachshouldbelargelyautomatic,requiringmin-
imal input from operatorsaboutthespeci�csof theapplicationand
infrastructure. Finally, allowing sometunability is desirablefor
testingspeci�c applications,andfor tailoring the measurementto
differentoperationalgoals. Someapplicationsmay be tolerantto
large increasesin responsetime (e.g.,softwarebinarydistribution
services),while othersmay be more sensitive to increasesin re-
sponsetime (e.g.,it maybeimportantto know thata10%increase
in requestvolumecausestheresponsetime to double).

2.2 MFC methodology
Theabove requirementsraiseseveral technicalchallenges.De-

veloping a genericrequestworkload that can exercisea speci�c
combinationof resourceson a productionserver infrastructureis
dif�cult. Given an observed increasein responsetime, it is non-
trivial toattributeit tocontributionsfrom individualserverresources.
For example,it may be very dif�cult to attribute a 50msincrease
in responsetime to a bandwidthbottleneckat the server versusa
limitation of the server processingcapacity. Anotherchallengeis
theproblemof exercisingtight controlon theloadimposedon the
applicationinfrastructurefrom a set of distributed clients whose
requestsmaybeaffectedunpredictablyby wide-areaconditions.

To exercisespeci�c server resources,we issueconcurrentre-
questsfrom anumberof clientsfor aparticulartypeof content.For
example,to exercisea server's network connection,we canmake
concurrentrequestsfor largeobjectshostedat theserver (e.g.,bi-
nary executables,movie �les). To minimize the needfor server-
sideinputandto maintaina level of generalityin theapproach,we
survey thecontenthostedon theserver andautomaticallyclassify
it into differenttypesusingheuristicssuchas�le nameextensions
and�le sizes.We achieve tight controlover theloadon theserver
resourcesby schedulingclient requestsin acentralizedmannerus-
ing measurementsof thenetwork delaybetweeneachclientandthe
targetserver.

Figure1 shows a singlecoordinator orchestratingtheMFC ex-
perimentonatargetserver. At thecoordinator'scommand,aspec-
i�ed numberof participatingclientssendsynchronizedrequeststo
the target server. A setof measurers monitor the progressof the

Figure1: Structur eof a Mini-Flash Crowd experiment.

MFC by samplingtheresponsetimeat thetargetandcommunicat-
ing with thecoordinator. Thecoordinatorusesthe feedbackfrom
clientsandmeasurersto determinehow long to run theMFC. The
overall experimentconsistsof a pro�ling step,followedby several
measurementphases.

Pro�ling target content. BeforetheMFC experimentbegins,the
pro�ling stepinvolvesthecoordinatorcrawling thetargetsite.The
coordinatorclassi�es the objectsdiscoveredduring the crawl into
a numberof categoriesbasedon content-type,for example,regu-
lar/text (for text andHTML �les), binaries(e.g, .pdf, .exe, .tar.gz
�les), images(e.g., .gif, .jpg �les), and queries(e.g., form ele-
ments). Objectsare further classi�ed into threecategoriesbased
on thereportedobjectsizes(issuinga HEAD requestfor �les and
GETrequestfor queries)– SmallObjects, LargeObjectsandSmall
Queries. TheSmallObjectsandLargeObjectsgroupscontainreg-
ular �les, binaries,andimageswhosesizesarelessthan10KB or
greaterthan100KB,respectively. WealsonotetheURLswhichap-
pearto generatedynamicresponses(e.g.,by executingscripts),and
sort themby thesizeof thereturneddata.TheSmallQueriescat-
egory is populatedwith thesmallest10thpercentilefrom this set.
Note that a small query is not necessarilya “form”, but a prede-
�ned URL with a “?” which indicatesaCGI script.Thecategories
of objectrequestsareselectedfor theirexpectedimpactonspeci�c
server resources(referSection3).

MFC Stages.After completingthepro�ling step,theMFC exper-
imentproceedsin stages.In eachstage,theMFC attemptsto exer-
cisea speci�c setof server resourcesby makinga varyingnumber
of synchronizedrequestsfor objectsfrom thesamecategory.

In the Small Object stage, participatingclients requestunique
smallobjects(if available).Assumingthesameobjectsarenot re-
questedsimultaneouslyby otherclients(andhencecachedin the
server's �le system),we expectthis stageto primarily impactthe
disksub-system.In theLargeObjectstage, participatingclientsre-
questthesamelargeobjectsimultaneously, primarilyexercisingthe
server's network accessbandwidth.Sincewe requestthesameob-
ject multiple times,thelikely cachingreducesrisk of impactingof
thedisk. In theSmallQuerystage, clientsmakerequestsfor unique
dynamicallygenerateddataif available;elsethesameobjectis re-
quested.Sincesuchqueriesoften requiresomeinteractionwith a
backenddatabase,weexpectthatthisstagewill affect theback-end
informationsystem,irrespective of whethertheclientsrequestthe
sameor differentsmallqueries1. Finally, in theBasestage, clients
make a HEAD requestfor the baseWeb pagehostedon the tar-
getservers(e.g. index.html or index.php). This stageprovidesan

1Theloadonthedatabasebackendis likely to belighterin thelatter
casedueto cachingof resultsin theDB front-end.



estimateof thebasicrequestprocessingtimeat theserver.
Within eachstage,we assumethat the load on the server's re-

sourcesis strictly monotonicin the numberof simultaneousre-
quests. However, theremay not be a discernibleload on server
resourcesfor a numberof reasons:(1) the server cachesobjects
andotherclients(notpartof theMFC) requestthesameobjectsyn-
chronously, or (2) theapplicationinfrastructureconsistsof multiple
replicatedservers,or (3) the server dynamicallyprovisionsaddi-
tional resourcesto handleincreasesin requestvolume. Without
knowledgeof the server sidecon�guration, it is dif�cult to deter-
mine if caching,load balancing,or dynamicprovisioning affects
a particularstageof the MFC experiment.Thus,if responsetime
doesnot grow with the numberof participatingclientsin a stage,
we cannotinfer the effect of the MFC on server resources.The
lack of a perceptibledegradationin performancedoesimply that
theserver is well-equippedto handletherequests.If theresponse
time doesincreasemonotonically, thenwe canassumethatserver-
sideresourcesareindeedbeingexercised.

Epochs. Eachstageof a MFC experimentis composedof several
Epochs. In epochi , thecoordinatordirectsN i participatingclients
to issueconcurrentrequestsof a given type to the target. Clients
participatingin epochi constitutea crowd. The coordinatoralso
determinesthe particularobject that a client or measurershould
requestin anepoch.

Duringanepoch,themeasurerscloselymonitorthetargetserver
to ascertainif theMFC is causingresponsetimesto increaseappre-
ciably. Themeasurersmakeconcurrentrequestsfor eitherthesame
typeof objectasthecrowd or othertypesof content.Thelatterap-
proachis usefulfor quantifyingthecorrelationamongresourceson
thetargetserver(e.g.,“How doesadisk-intensiveworkloadimpact
the responsetime of a dynamicor DB-intensive request?”).The
measurersmustaccessthetargetsiteat thesametimeasthecrowd
to tracktheimpactof theMFC on thetargetaccurately. At theend
of the epochs,the measurersreport the normalizedresponsetime
(responsetimefor request¡ RTTbetweenmeasurer andtarget) to
thecoordinator.

Basedon the measurers'responsetimesfor requestsin epochs
1::i , thecoordinatoreitherterminatesthestage,or movesto epoch
i+ 1. Thecoordinatorusesthefollowingsimplealgorithmtodecide
thenext step:

Check: If themediannormalizedresponsetime reportedby the
measurersin anepochi (i ¸ 3) is greaterthana thresholdµ, the
MFC entersa “check” phase.Thegoalof this phaseis to ascertain
that the observed degradationin responsetime is dueto overload
on a server resourceand not due to noisein measurement.The
coordinatorcreatestwo additionalepochs,onenumbered“ i -” with
N i ¡ ± clients,andtheothernumbered“ i+” with N i + ± clients.If
themeasurers'medianresponsetime in theseepochsis alsoabove
µ, the checksucceedsand the coordinatorterminates the MFC
experiment.Otherwise,thecheckfailsandtheMFC progressesto
epochi + 1.

We notethat thevariationin themeasurers'responsetime indi-
catesthecon�dencewe canattachto themeasurement:the larger
thevariation,thehigherthelikelihoodthatthemeasurementswere
affectedby noise.

Progress: If themeasurersreportno perceptibleincreasein the
target's responsetime in a regularepoch,or thecheckphasefails,
thecoordinatorprogressesto thenext epochwherealargernumber
of clientsparticipate.To ensurethatthetargetdoesnot facesudden
load surges,the coordinatorincreasesthe sizeof the crowd by a
small,�x edvalue(wesetthis to 5 in ourexperiments).

Terminate:If thecheckphasesucceeds,or thenumberof partic-
ipating clientsexceedsa certainthreshold,the coordinatortermi-

natestheexperimentandresetsall clientsandmeasurers.

Synchronization. In any givenepoch,theloadon thetargetserver
is proportionalto the numberof concurrent requestsit is serv-
ing, which directly determinesthe server's responsetime. Thus,
an importantrequirementis that whenk clientsparticipatein an
epoch,the numberof concurrentMFC requestsat the server is
¼ k. Implementinga distributedsynchronizationprotocolamong
theclientsintroducesunwantedcomplexity; we rely on techniques
that achieve reasonablesynchronizationin practice. Speci�cally,
we exploit the centralizedcoordinatorto scheduleclient requests
in asynchronousway.

To ensuresynchronization,thecoordinatorissuesacommandto
theclients(andthemeasurers)at thebeginningof theexperiment
to measuretheround-triplatency to thetargetserver2. Client i then
reportsthe round-tripdelay, T tar get

i , backto thecoordinator. The
coordinatoralsomeasuresthe round-tripdelayfrom itself to each
client,T coor d

i .
Basedon thesemeasurements,the coordinatorschedulesclient

requestssothatthey all arriveattheserveratroughlythesametime
T . NotethattheactualHTTP requestarrivesat theserver roughly
at thesametime asthecompletionof the3-way SYN hand-shake.
To synchronizeclientrequestarrivals,thecoordinatorissuesacom-
mandto client i at timeT ¡ 0:5¤T coor d

i ¡ 1:5¤T tar get
i . Assuming

thatthenetwork latency betweenthecoordinatorandtheclientshas
notchangedsincetheinitial latency measurements,client i will re-
ceive this commandat time T ¡ 1:5 ¤ T tar get

i ; at this time, client
i issuesthe requestspeci�ed in the commandby initiating a TCP
hand-shake with theserver. Again,assumingclient-targetnetwork
latency doesnot change,the �rst byte of client i 's HTTP request
will arriveat thetargetat timeT .

Sincethetime-spanof aMFC experimentis lessthanafew min-
utes,webelievethattheassumptionof stationarynetwork latencies
is notunreasonable[12].

3. VALID ATION
We addressthe following questionsthroughvalidation experi-

mentsperformedin controlledlaboratorysettings:(1) Are requests
fromMFC clientsadequatelysynchronous?(2) How well canMFC
track responsetime of theserver? (3) How effective areMFC re-
questsatexercisingtheintendedresourcesat thetargetserver?

3.1 Validating Synchronization and Response
Time Tracking

To answerthe �rst two questions,we setup a server that does
not hostany realcontentandjust returnsa blankpage.Theserver
runsa lightweight HTTP server [1] on Linux 2.6.9on a 3.2 GHz
Pentium-4machinewith 1GB of RAM. The MFC software was
deployedon 70 PlanetLabmachines(bothclientsandmeasurers).
Both the coordinatorand the target web server arehigh-endma-
chineswithin University of Wisconsin,with high-bandwidthcon-
nectivity to theInternet.Thetargetserver receivesnootherrequest
traf�c. We instrumenttheserver to trackrequestarrival timesand
to implementsyntheticresponsetimemodels.

Synchronization. To testtheaccuracy of thesynchronization,we
log the arrival timesof eachincomingHTTP requestat the target
server. Figure2 showsthearrival timeof eachrequestwith acrowd
sizeof 45clients.In theseexperiments,thecoordinatorcommands
the clientsto make a HTTP requestroughlyd = 15s after taking
thelatency measurements.About70%of therequestsarrivewithin
2To do this, we useTCP pings, i.e., we measurethe delay be-
tweenthe transmissionof a SYN packet and the receptionof a
SYN+ACK.



5msof eachother(clients7 through40), and90% of therequests
arrive within 30msof eachother(clients3 through43), indicating
thatoursynchronizationalgorithmworksreasonablywell.
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Figure3: Emulation of responsetime functions.

Accurate Emulation of ResponseTime. Next, we incorporatear-
ti�cial responsetimemodelsinto thevalidationserver. Eachmodel
de�nes theaverageresponsetime per incomingrequestasa func-
tion of thenumberof simultaneousrequestsat theserver. Thearti-
�cial responsetimeswerestrictly non-decreasingfunctionsof the
pendingrequestqueuesize.

We show theresponsetimesestimatedby themeasurersfor two
models: Linear (Figure 3(a)) and Exponential(Figure 3(b)). In
bothcases,weseethatthemeasurersareableto faithfully trackthe
server responsetime function.

3.2 UnderstandingResourceConstraints
Wenow examinetheeffectivenessof MFC in exercisingspeci�c

resourcesat the targetserver. We setup a Apache2.2 Webserver
(with theworker multi-processingmodule)on a 3 GHz Pentium-4
machinewith 1GBRAM runningUbuntuEdgy(2.6.17.10kernel)3.
WeemulateaMFC on this targetserverwith clientslocatedon the
sameLAN astheserver.

For eachexperimentwe measure(1) theresponsetimesseenby
the measurersandMFC clients,and(2) server-side resourceuti-
lization usingsystemdiagnosticutilities (we useatop to monitor
the CPU,residentmemory, disk access,andnetwork usageat the
server). Unlessotherwisespeci�edweusecrowd sizesin therange
of 5-50clients,in incrementsof 5.

Small object workload. In thesmallobjectworkload,everyclient
requestsa 20 byte object from the target validation server. We
considertwo variantsof this experiment:uniquesmallobjectsand

3For the synchronizationand responsetime evaluationwe chose
a simpleserver softwarethat is easyto instrumentwith the func-
tionality wedesired.For theseexperimentsweuseamorerealistic
con�guration

samesmallobjectsto distinguishcachingeffectsat theserver. Fig-
ure4 shows theresultsof thesamesmallobjectexperiment.There
is little perceivableloadon theserver andcorrespondinglyno sub-
stantial increasein the observed responsetime. The absenceof
disk readsfor thedurationof theexperimentindicatesserver-side
caching.TheCPU,network, andmemoryutilization increasevery
slightly with crowd size(not shown).

Next, we populatethe server with a large numberof unique20
byteobjects.Figure5 shows thattheobservedresponsetimewhen
eachclient requestsa uniqueobjectin eachepoch.We seea 20£
increasewhencomparedto the samesmall objectexperimentfor
thecorrespondingcrowd size.Thenetwork andmemoryutilization
arecomparableto the samesmall objectexperiment. Unlike the
sameobjectsexperiment,thenumberof disk readsgrows linearly
with crowd size,accountingfor thelargeincreasein responsetime.

Lar geobjects. In the largeobjectworkload,eachMFC client re-
queststhe same100KB objectfrom the server. Figure6 shows a
signi�cant increasein the medianresponsetime observed by the
clientsdueto the network load on the server. CPU,memory, and
disk utilization remainnegligible duringtheexperiment– thenet-
work bandwidthconstraintis primarily responsiblefor theincrease
in responsetime.

Small dynamic object workload. For emulatingadynamicobject
or databasequeryworkloadwesetupabackenddatabase(database
detailsarenot relevant for this validationexperiment).Thequery
of interestcausestheserver to retrieve 50000entriesin oneof the
databasetablesandreturntheirmeanandstandarddeviation. Note
that the queryworkloadis not network intensive asthe responses
arelessthan100bytes.Thebackenddatabaseis a MySQL server
with thequerycachesizesetto 16MB. Many databaseimplemen-
tationsproactively cachequeryresponsesto avoid additionalquery
overhead. We experimentedwith two server-side software inter-
facesfor the databasebackend: the FastCGI [8] module and
Mongrel [4], alightweightserverexplicitly designedfor handling
dynamicobjects.FastCGI'sinef�cient implementation4 causedmem-
ory usageon the server increaseddramaticallywith crowd size;
thuswe focuson theresultsusingMongrel. For crowd sizesup to
50, we seethat the responsetime stayswithin 10ms(not shown).
Theactualdatabasebackendappearstobeef�cient in cachingquery
responses;weobservedlittle effectondisk,CPU,andmemoryuse.

We also examinea uniquesmall dynamicobject workload to
identify resourcebottlenecksin theabsenceof databasequerycaching
effects.Figure7 shows our validationmeasurements;themostin-
terestingfeatureis themedianresponsetime increasingdueto the
increasedCPUutilization.

Implications of Validation Experiments. Weseethatby choosing
appropriateworkloadsit is possibleto narrow down theimpacton
speci�c server resources.This validatestheMFC premisethatit is
feasibleto provideusefulinferencesonresourceconstraintsusinga
lightweightmeasurementinfrastructure.We alsocameacrosstwo
other interestingeffects which helpedus put the applicability of
the MFC approachin perspective: i) impacton serialvs. parallel
accessedresources,andii) granularityof MFC inferences.

An increasein the observed responsetime in the MFC exper-
iment undera particulartype of requestcanbe attributed to two
possibilities. One is an increasein the load on a speci�c server
resource,whereeachadditionalrequestconsumesa proportional
fraction of the resource. The other is an increasedue to server-

4FastCGIforks a new processfor eachrequest.As thenumberof
requestsincreases,eachof theforkedprocessindependentlyinher-
its the memoryimageof the parentprocessleadingto very high
memoryusageduringtheexperiment.
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Figure7: Unique small dynamic object requestwith Mongrel

side schedulingand resourceserializationconstraints,wheread-
ditional requestsdo not imposeany additionalloadon a resource,
but merelycreatelarger-sizedqueuesof requestswaitingfor there-
source(e.g.,serializedaccessto a singledisk). Thus,serialization
bottleneckscanimpactourability to detectresourceconstraints.

Server throughputis determinedby a numberof factors,includ-
ing hardware performance,software throughput,and the server-
sidecomponentsusedfor handlingrequests.Ourexperimentsshow
thatwhile wemaybeableto isolateresourceconstraintsata “sub-
system” level (e.g., disk subsystem,databaseaccesssubsystem,
network subsystem),providing information at a �ner granularity
to preciselypinpoint if theconstraintis a hardwareor softwarein-
ef�ciency is dif�cult. Even with full accessto the server andthe
ability to fully instrumentit, performingroot-causeanalysisof per-
formancedegradationsis still non-trivial given the complexity of
modernday serversandapplications. Naturally, inferencesfrom
remotemeasurementsalonearemorechallenging.

Ultimately any �ne-grainedanalysisof resourceconstraintsare
bestunderstoodby theindividual administratorsmanagingthetar-
getserverorapplicationsbeingtested.Wesoughtto indicatecoarse-
grainedresourceconstraintsasa guidelinefor betterserver provi-
sioning.Ourvalidationresultsdemonstratethepromiseof theMFC
approachto achieve thisgoal.

4. PRELIMIN ARY MEASUREMENTS
We presenttwo setsof preliminarywide-areameasurementsus-

ing the MFC approach.Over the courseof oneweek,we ran the
“Base” stageof the MFC (HTTP HEAD requeststo index.html)
against200liveWebserversand44known phishingservers,using
65 Planetlabmachinesasclients. We usea thresholdµ = 100ms,
i.e., if thedifferencebetweentheobservedresponsetime (median

acrossmeasurers5) andthebaseresponsetime (correspondingto a
crowd sizeof 5) is morethan100mswestoptheMFC experiment.
Generic Web servers: For purposesof illustration,we groupdif-
ferentWebsitesinto four non-overlappingcategoriesbasedon the
Alexa“reachpermillion” metric[2]6: 50Websiteseachwith reach
in therange1-10,10-100,100-1000,and1000-10000.We expect
thatWebsiteswith smallreachwouldbequalitatively similarto one
anotherin termsof provisioning,anddifferentfrom Websiteswith
muchlargerreach.
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Figure8: Breakdown of stoppingcrowd sizesfor various Alexa
reachrangeswith a HEAD request

Figure8 shows a summaryof thecrowd sizeat which different
Web serversshow a degradationof morethan100msin response
time. For eachreachcategory, we breakdown thecrowd sizeval-
uesinto sub-rangesasshown. We observe that, asexpected,the
fractionof Webserversthatshow a 100msdegradationin response
time decreasessigni�cantly aswe move to larger reachcategories
(95%for the1-10categoryvs35%for 1000-10000).However, we
�nd it surprisingthat morethan30% of the Websiteseven in the
1000-10000category show visible degradationin responsetimes
evenwith fewer than65simultaneousrequests.
Phishing Sites: We also conducteda preliminary measurement
studyof a numberof phishingsitesobtainedfrom Phish-tank[5].
Ourgoalwastounderstandhow thesetheseserverscompareagainst
popularor low-endWebserversin termsof their provisioning.We
tested44 differentphishingsites,of which 40 showeda 100msre-
sponsetimeincreasewith acrowd sizelessthan45. Figure9 shows
the breakdown of the crowd sizesfor the 40 clients that showed
suchanincrease.Morethan60%of thephishingsitesshowedsuch
an increasewith a crowd sizelessthan15. If we comparethis to
the Alexa 1-10 category Websitesfrom Figure8, we �nd that the

5In ourexperiments,wetreateachclientasameasureraswell, i.e.,
wedonotuseaseparatesetof measurers.
6If a Web site hasa reachper million of 1000, it meansthat the
Websitewasvisitedby 1000peoplein Alexa'ssampleof 1 million
users.
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Figure 9: Breakdown of stopping crowd sizeswith HEADre-
questfor phishing sites

correspondingfractionof siteswas40%,suggesting,again asex-
pected,thatmostof thephishingsitesarehostedon fairly low-end
serverssimilar to thelower-reachWebsites.

5. DISCUSSION
Differ enceswith real �ash-cr owds. Oneof the key emphasisof
our work is that we usea mini- �ash crowd that differs signi�-
cantly from a real �ash crowd. The key differenceis that we run
themeasurementsunderacontrolledsetup.Thus,therequestsfrom
theMFC experimentappearlike normalrequests,exceptthat they
have ability to measureperformancetipping points. We explicitly
ensurethatthetargetdoesnot facea suddensurgein loadunlike a
real�ash crowd. This impliesthatthetargetWebsitedoesnotenter
apanicmodeof operationandthusskew theexperimentresults.

Multi-ser ver Websites.Our currentinfrastructureassumesthata
singleIP addresscorrespondsto a singlephysicalhostandthere-
sponsetimesaremeasuredunderthisassumption.Thisassumption
doesnot hold for Websitesthat usecertain load balancingtech-
niques(e.g.,usingDNSredirectsor IP anycast)in theserverback-
end,or usea distributeddeploymentof servers(e.g.,CDNs). The
MFC approachcanstill be usedto identify how suchservers re-
act to realistic�ash-crowd scenarios;however identifying speci�c
hardwarebottlenecksbecomesharderwhentheWebsitesusereac-
tive loadbalancingtechniques.

Security Implications. Thepresenceof a public MFC infrastruc-
ture raisesa concernthat theapproachcanbeexploited to launch
targetedattackswith maliciouslycraftedrequestpatternstoservers.
However, we note that the MFC servicewill be appliedin a re-
strictedmannerwith accesscontrolsandtheexperimentalparame-
terschosento ensurethenon-intrusivenessof theexperiments.

Implementation inef�ciencies vs. Performance prediction. At
a high-level, we would like the MFC setupto achieve two goals.
First,we wantto identify(to someapproximation)implementation
inef�ciencies andresourcebottlenecksin a Webserver infrastruc-
ture.Second,wewantto providea framework for Websiteadmin-
istratorsto predict the performanceunderheavy load. While our
initial design,measurementandvalidationexperimentscon�rm the
former goal, the latter goal requiresthat the setupbe ableto pro-
vide a full load-responsecurve. We plan to explore performance
predictionin futurework.

Implications for Administrators. Ultimately, theMFC measure-
mentshave to be translatedinto meaningfulsuggestionsfor net-
work operators.For example,if afew smallqueriescauseproblems
then they needto �x query lookups; if large objectsare causing
earlykeel-over they needto eitherbreakthemup or pre-cacheetc.
Wearecurrentlyworkingonproviding asystematicframework for
operatorsto debugWebsiteperformance.

6. RELATED WORK
Webserver benchmarkingtools [6, 11, 3, 10] rangein sophisti-

cation.Someemulatemultiple usersessions,createclient requests
for dynamiccontentandemulateseveral“standardized”workloads
for e-commerceandregular Web browsing scenarios.Controlled
emulationis donein a laboratorysettingusingaverageinter-arrival
times,numberof clients,andrateof requestsderived from mea-
surementstakenatrealWebservers.Benchmarksareusedto stress
test a server by running multiple clients in parallel where both
clientsandserver areon the sameLAN. MFCs useclientsacross
thewide-areaInternetgeneratingmorerepresentativeresults.MFC's
targetedrequestsexercisespeci�c server resourcesin a controlled
wayyieldingdetailedand�ne-grainedobservations.

Early work on �ash crowds [9] proposedserver-sideheuristics
to distinguish�ash crowdsandDDoSattacks.Chenet. al identify
�ash crowds by examiningperformancedegradationin responses
from a Website[7]. Thesetechniquesareusefulto identify whena
server is experiencingextremeloadbut MFCsaccuratelypin-point
the requestvolumeat which the server's responsetime begins to
show perceptibledegradation.

7. SUMMARY
We presentedthe initial designof MFC – a light-weight wide-

areapro�ling servicethat revealsresourcebottlenecksin a Web-
server infrastructure.Using controlledmeasurementswith an in-
creasingnumberof distributedclientsmakingsynchronizedrequests
to exercisespeci�c resourcesof a remoteserver, we are able to
faithfully tracktheimpactondifferentserver resources.Througha
numberof wide-areaexperimentsandcontrolledlabtests,weshow
that our approachis non-intrusive andusablefor actively probing
live servers.We presentedtheresultsfrom a preliminarymeasure-
mentstudyof resourceprovisioningonlivepublicWebserversand
known phishingservers.Wearecurrentlyrunningextensiveexperi-
mentswith otherMFC stagesoveramuchlargersetof Webservers.
Wearealsorunningmoretargetedmeasurementsatinterestingspe-
cial categoriesof Websitessuchasphishers,blogs,typosquatters,
andstartupcompany Websites.
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