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Abstract—We presenta measuement study analyzing DDoS
attacks from multiple data sources, relying on both direct
measuements of o w-level information, and more traditional
indirect measuementsusing backscatter analysis. Understand-
ing the nature of DDoS attacks is critically important to the
development of effective counter measurs to this pressing
problem. While much of the community's curr ent understand-
ing of DDoS attacks result from indir ect measuements, our
analysis suggestghat such studiesdo not give a comprehensve
view of DDoS attacks witnessed in today's Internet. Specif-
ically, our results suggestlittle use of address spoong by
attackers, which imply that such attacks will be invisible to
indir ect backscatter measuement techniques. Further, at the
detailed packet-level characterization (e.g, attack destination
ports), there are signi cant differences between direct and
indir ect measuements. Thus, there is tremendous value in
moving towards dir ect obsewations to better understand DDoS
attacks. Dir ect measuementsadditionally provide information
inaccessibleto indir ect measuements, enabling us to better
understand how to defend against attacks. We nd that for
70% of the attacks fewer than 50 source ASesare involved and
a relatively small number of ASesproduce nearly 72% of the
total attack volume. This suggeststhat network providers can
reduce a substantial volume of malicious traf ¢ with targeted
deployment of DDoS defenses.

|. INTRODUCTION

Internet distributed denial of service(DDoS) attacksare
becomingncreasinglyprevalent[1]. To preventthediscovery
of attack sourcesattaclers have beenknown to spoof the
sourcelP addressesf pacletsin DDoS attacktrafc. These
spoofed addresseavere often chosenrandomly from the
IPv4 space,which allowed a techniquecalled backscatter
analysis[2] to be usedto infer the prevalence of such
spoofedDDoS attackson the Internet. This techniqueworks
by measuringhe amountof unwantedtraf c sentto unused
addresdlocks.Backscattetraf ¢ originatesfrom attacktar-
getsrespondingo the attackpaclketshby replying to spoofed
sourceaddressedndeed,muchof the currentunderstanding
of the natureof DDoS attacksis a result of analyzingsuch
backscattedataby monitoringlightly usedor unusedaddress
blocks[3], [2].

Relying on backscatteanalysisdoesnot provide a com-
plete picture of all possible DDoS attacks. Ingress lter -
ing [4] atinterfacego customemnetworkscanblock randomly
spoofed trafc by only permitting trafc with addresses

known to belongto the customers. Backscatterdata might
also be unavailable if the attacled IP addressis not re-
spondingto the attack paclets. This can be due to the fact
that the attacler attacksa target IP addresswhich is not
assignedo ary host;the attacled hostis down; the Internet
accesdink of the attacktargetis unavailable; or, the attack
trafc is Itered. In addition, not all DDoS attacksemploy
addressspoo ng. For example, it is known that botnets[6]

consistingof thousandsof compromisedmachinescan be
used to launch DDoS attacks, frequently through public
IRC channels,without source addressspoo ng. From the
attacler's point of view, this is an attractve alternatve, as
attaclers do not needto be concernedwith ingress ltering

which thwarts the use of random sourceaddressspoo ng.
Furthermore attack sourcesare not owned by attaclersand
thus, do not reveal their identity.

Our rst contrikution in this paperis a rst-of-its-kind
analysisof DDoS attacksthat usestwo independentdata
sources— namely indirectly measuredDoS actiity using
backscattedatafrom a mostly unused/8 network, as well
as directly measureddDoS actiity in an ISP network. For
the latter source,we use a combinationof independently
collectedNet ow dataandalarmsfrom a commercialDDoS
detectionsystem,as well as LADS, a recently developed
large-scaleautomatedDDoS detection systemto indicate
the presenceof ow anomalieq7]. Using simple heuristics
we were able to verify that most of the ow anomalies
were indeed DDoS attacks.We comparethe DDoS attack
characteristicdrom thesedatasetsand nd that almostall
the attacksin the directly measurediatasetare not present
in the backscattedata.lf indeedlarge spoofedattackswere
presentamonitoredaddresspaceaslargeasours(anunused
/8 network) is highly likely to witness backscattertrafc.
Also, such large attackswould register volume-basechits
on at leastthe LADS detectionsystemif notthe commercial
detectiorsystemaswell. Thereforethevery minimal overlap
suggeststhat most DDoS attacksin today's networks are
unlikely to be detectedusing the backscattempproachand
direct measurementare needed.

Our secondcontritution, andto our knowledgethe rst of

1A recentstudy [5] shaws that a large numberof networks still do not
deplg ingress ltering, thus allowing spoofedattacksto originate from
them.



its kind to be publishedjs a characterizatioof DDoS attacks
using the directly measuredattack data. In particulay we

analyzeDDoS paclet-level propertiesandattacksourcesand

targets.Suchanalysigs bene cial in designingmoreeffective

and practicaldefensemechanismsynderstandingnitigation

deploymentin large networks, aswell asdevelopingdefense
stratgjies deployable at end-hosts.

The paper is organized as follows. In Section ll, we
describeour datasetsandthe methodologywe usedto Iter
the datasetsto allow a fair comparison.In Sectionlll we
presenta characterizatiorof DDoS attacksfor the datasets
we use.Also, we determinethe extentto which attacksin our
datasetuserandomlyspoofedIP paclets,and subsequently
analyzethe sourcesand targets of attacksin our datasets.
We then concludewith a concisesummaryof contributions
andtheir implications.

Il. DATA AND METHODOLOGY

We now describethe three data sourcesused in our
study as well as our approachto validate the presence
of DDoS attack trafc in the ow baseddata. To allow
direct comparisonsacrossthe datasets,we preprocesshem
by focusing only on large attackstargeting addressranges
adwertised by the tier-1 ISP under study We expect large
randomly spoofedattacksto generatesufcient number of
pacletsto be obsenedin the /8 backscattedataset.

A. DDoS Data Souces

Flow Data from commercial anomaly detectionsystem:
We useda commercial o w basedDDoS detectionsystem
deployedwithin atier-1 ISPandcollectedlarge DDoSalarms
generatedby this systemover 4 weeksin March 2006.
Since the algorithmsusedin this systemare proprietaryin
nature,we usedseparatelycollectedNet ow data,pertaining
to the same time duration as the alarms, to study and
verify the alarmsgeneratediy the DDoS detectionsystem.
We usethe following stepsto derive the o w-basedattack
traces:(1) Collectalarmsfor signi cant o w anomaliefrom
commercial o w basednetwork anomalydetectordeployed
in key locationsin alarge ISP (2) Correlatethe o w anomaly
alarmsto give attackinstanceswherealarmsarecombinedif
they targetthe samesetof destinatiorpre x esandoccurwith
no morethan 15 minutesidle time in between(We focuson
targeted attacks.)(3) Retrieve all sampledNet ow records
coveringthe entirenetwork destinedo the attackdestination
during the attackperiod.

Flow Data from a custom anomaly detection system:
The otherdatasourcewe have for analyzingDDoS attacksis
ahome-gravn DDoS detectionsystemcalledLADS — Large-
scaleAutomatedDDoS detectionSystem[7] — deplgyedin
thetier-1 provider. LADS is basedon a triggeredmulti-stage
architecturefor scalable,accurate,and cost-efective large-
scaleattackdetection.Conceptuallytheinitial stagesconsist
of low-costanomalydetectionmechanismghat provide in-
formation to trafc collectors and analyzersto reducethe

searchspacefor furthertrafc analysis.Successie stagesof

the triggeredframawork, invoked on demandand therefore
much less frequently then operateon data streamsof pro-

gressvely increasinggranularity(e.g., o w or packet header
traces),and perform more ne-grained analysis.Our system
malkes use of two data sources:SNMP and Net ow, both

of which are readily available in commercialrouterstoday

We adopta two-stageapproachin LADS. In the rst stage,
we detectvolumeanomaliesisinglow-costSNMP datafeeds
(paclketspersecondcounters) Theseanomaliesaarethenused
to trigger o w-collectorsthat obtainNet ow recordsfor the

appropriaterouters, interfaces, and time periods. For this

stagewe build atrafc predictionmodel,usingpacletrateas
the metric, for eachcustomeregressinterfaceusinghistorical
traf c dataover a 5-week period. This prediction model is

then usedto identify traf c anomaliesover the obsenation

period.In the secondstage we thenperformautomatedanal-
ysis of the ow records,using uni-dimensionalaggreyation
andclusteringtechniquesto generatalarmreportsindicative

of DDoS attackstarmgetedat customemetworks. Here, o w-

recordsarepartitionedinto 4-differentcategories(All, ICMP,

SYN, RST), and we identify destinationsreceving a large
trafc ood within the duration speci ed by the coarse-
grained volume anomaly More details about the system
designandimplementationcan be foundin [7].

The bandwidth thresholdsdependon the type of ow
dataandthe capacityof the customers accessnterface.For
high-capacityinterfaces( 5Mbps) we set the thresholdto
be 10Mbpsfor aggreyate attacks,and 2.5Mbpsfor speci c
attacks(SYN, RST, ICMP). For low-capacityinterfaces,the
thresholdsare set to be equal to the access-linkcapacity
Thesethresholdsare selectedo focus on attacksthat would
impact customersOur currentdeployment of LADS mon-
itors in excessof 50,000 customeregress interfaces and
collects ow datafrom over 500 routersin the provider's
backbonefor analysis.For the dataseusedin this paper we
collected alarmsgeneratedby LADS over a four-week
periodin March 2006.

Backscatter Data: The backscattedataconsistof trafc
logs detailing the timestamp paclet type, sourceand desti-
nationIP addressand port numbersobtainedfrom a mostly
unused/8 network over the sametime period as the ow
data.Therearevery few addresdlocksfrom the /8 actively
used.Thus,trafc receved at the unusedaddressess most
likely illegitimate — a result of replies to attack paclets,
measuremenprobing, worm scanningmiscon gurationetc.
To exclude paclets that are not replies of DDoS attack
paclets,we take the samesetof stepsassuggestedy prior
work on backscatteanalysig[2] — thatis, we only consider
0 ws with more than 100 paclets and lasting more than 60
secondsWe de ne o ws to be consecutie pacletswith the
samesourcelP addressand protocol, basedon a 5-minute
time out to achieve resilienceto temporaryoutageswhile
not combining unrelatedtrafc o ws [2]. This dataset is
called the Badkscatter set in the remainderof this paper



and consistsof eventsthat originatefrom IP addresses
belongingto the tier-1 ISP network. Note thatwe only focus
on backscatteeventsoriginatingfrom addressesf thetier-1
ISP andits customersaswe can obsene the corresponding
attackstargetedto suchaddressessingthe abose-mentioned
anomalydetectionsystems.

B. Data Processing

Flow Data: To ensurea sufcient numberof samplesin
our data, we thereforefocus our analysison large DDoS
attackswhich during the time period of the DDoS alarm,
transmitted at least 10 million paclets through the ISP
guaranteeingis at least25 sampled o w recordsper attack.
Furthermorewe only considerattackswith anaveragepaclet
rate of at least 6666 paclets per second,ensuringthat at
least one sampleper minute is receved, given on average
20MB per sample o w record.Consideringboth attacksthat
target destinationswithin the ISP and attacksthat originate
from customersconnectedo the ISP givesus a Itered set
comprisingof  potentialattacks.This setis referredto as
the LargeFlow dataset. We apply the same ltering to the
o w datafrom the LADS system,giving the LADS dataset
comprisingof in attackinstances.

Backscatter Data: To allow direct comparisonbetween
the Net ow baseddata (consistingof large DDoS attacks)
and the backscattetbaseddata, we Itered the backscatter
databasedon the samecriteria usedto classify large ISP
DDoS attacks,.e., with atleast10 million pacletstotal, and
averagepaclet rate of atleast6666 packetspersecondNote
thatwe scalethe above paclet rateandpaclert countby 256
given that we monitor a /8 block, roughly — of the IPv4
addresspaceThis Itered set,comprisingof eventswill
be referredto asthe LargeBadkscatterdataset.

C. Validation of Flow Anomaliesof the Commecial System

Unlike the backscattedata,which aremostlikely a result
of attacks or miscon gurations,the ow anomaly based
DDoS datacan containfalse positives, especiallygiven the
proprietarynatureof the commercialDDoS detectionmech-
anism.Note thatthe o w anomaliefrom the LADS system,
apublic DDoS detectionsystem have alreadybeenvalidated
independently{7]. We now describehow we validate, with
high probability;, that the data producedby the commercial
systemis indeedthe result of DDoS attacks.Speci cally,
from the LargeFlov data set, we createda Itered data
set, called the SueFlow set, for which we independently
validatedthe ow recordsas being part of a DDoS attack
by using the following heuristics.We assumea ow based
attacktraceis arealattackif, consideringall o wsassociated
with the trace,ary of the following holdstrue:

More than95% of pacletsin the o ws areUDP paclets
originatingfrom a large numberof sourcelPs (potential
UDP ooding attacks).

2Given 10 million paclets, assuming 100Byte average paclet sizes,

the probability of observingat least one samplebasedon the sampling

algorithm [8], [9] is calculatedto be very closeto 1 using the formula of
with T beingthe total numberof bytes.

More than95%of pacletsin the o wsarelCMP paclets
(potentialICMP ooding attacks).

More than90%trafc is TCP andall TCP pacletshave
only a single ag. (Most of these ags are SYN, RST,
ACK, anindicationof SYN ooding attacksor re ector
attacksy

The SueFlow setconsistsof  events,containinga little
more than 89% of the original LargeFlonv data set of
events.Using the independeniNet ow datawe thereforeare
able to verify that at least89% of the large attack alarms
arereal DDoS attacks.Note thatthis doesnotimply thatthe
remaining11% of the attacksare not real DDoS attacks,it
just meanswe could not verify them as attacksusing our
simple heuristics.

Although the SureFlow set provides an upper bound of
11% on the numberof falsepositives (the casein which the
commercialDDoS detectionsystemmarksnon-DDoStraf ¢
as a DDoS attack), it is substantiallyharderto provide a
bound on false negatives (no alarmsare generatedvhile a
DDoS attackwas present).Although false negatives do not
introducefalsedatain our analysisthey might biastheanaly-
sis of our results.This appeargo be a fundamentabroblem
with ary DDoS detectionmechanismHowever, given that
the characteristicef large DDoS attacks(comparedo small
DDoS attacks) are quite unusual and, therefore, easy to
detect, we expect the number of false negatives of the
commercial DDoS detection systemto be low for large
DDosS attacks.Furthermorewe also use LADS, a recently
developed DDoS detectionsystemwith a publicly known
algorithmthatfocuseson ooding attackson customeilinter-
facesto improve detectedattack coverage.

I1l1. DATA ANALYSIS RESULTS

We now detail the data analysisusing the four datasets
previously mentioned:Badkscatter(BS) the backscatteset
correspondingo the 100 paclet, 60 secondrule [2]; Large-
Badscatter(LBS) the backscatteset Itered to correspond
to large DDoS attacks;SueFlow (SF), the o w-basedsetfor
which we were ableto verify the existenceof DDoS traf ¢
in the ow records;and LADS the ow datausing custom
volume-basecdnomalydetection.We comparethe datasets
wheneer possibleandcorrelatethemto infer the prevalence
of randomaddressspoo ng.

A. Attak Characterization

We presenta detailedcharacterizatiorof the attacktraf c
capturedfrom the four data sets above. In the process,
we also point out important network propertiesand traf ¢
characteristic®f the attacktrafc that make them standout
from regular traf c.

31t is possiblethat the completefailure of a busy sener might causean
increasen the numberof SYN paclets beingsentto a particular|P address
asclientsattemptto re-establisiconnectiity. This might causethe resulting
trafc owsto beincorrectlyclassi edasa SYN ooding attack.Sinceour
studyis limited to large DDoS attackswe do not expectthis to beaproblem.
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Fig. 1. Attack durationand paclet countproperties

Traf c properties: We rst focuson generaltrafc prop-
ertiesin termsof attackdurations paclet counts,and paclet
rate.Figure1(a) depictsthedistribution of attackdurationfor
four datasetsdescribedabove. About 86% of the SureFlav
attackslast less than one hour, but some persistas long
as 12 hours. The attack duration for both the Backscatter
and LargeBackscattedatasetsappearto be slightly longer,
with about67% of the LargeBackscatteattackslasting less
than one hour. This could be due to our conserative way
of classifying attacksin the backscatterdata: as long as
there are no idle periods of longer than 5 minutes, data
pacletsaregroupednto thesameattack o w. This mayresult
in unrelatedevents groupedtogether The attack duration
distribution for LADS alarmsmatchesvery closelyto thatfor
LargeBackscatteattacks.Note that the overall distribution
amongthe four datasetsare quite similar.

We nd strongcorrelationbetweenattackdurationandthe
amountof attacktraf ¢ in both packet andbyte countfor the
SureFlav data set, and similarly strong correlationfor the
LADS data set. This meansthat long-lived attacksusually
have more attack trafc. The correlationis much wealer
for the Backscattedata set. This is probablyan artifact of
the 5 minute idle time usedto de ne o ws for backscatter
data.Thisimpliesit is possiblethatseseral separateo ws are
classi ed as a single ow, resultingin overall lower attack
rate for longerlived attack. The distributions of the total
numberof pacletsin eachattackare shavn in Figure 1(b).
Giventhatour detectorusedargetraf ¢ volumeasoneof the
criteriato generatealarmsiit is not surprisingthatthe attacks
in the SureFlav, Largebackscatterand LADS data set on
averagehave atleast40 Megapaclets,very likely aggreated
from mary trafc 0 ws. The paclket countdistribution across
thesedatasetsmatchvery well. The Backscattedatasethas
a wider distribution including mary smallerattackswith an
averageof 130K paclets.This shows thatthe majority of the
backscatterevents,likely causedby the use of spoofedIPs,
are quite small in size.

Directly relatedto the traf ¢ volume metric is the trafc
rate. To have a rst order estimate,we plot the distribution
of the averagepaclet rate for individual attacks.Figure 2(a)
shavsthedistribution. Againthedatapointsfor thethreedata
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sets consisting of SureFlav, Largebackscatterand LADS

match reasonablywell with mediansranging between K

and K paclets per second.The attacksin SureFlav have
the highestrate followed by LADS andthenLargebackscat
ter. Theseratescan be sustainedwithout noticeableimpact
by today's core ISP networks, but may impact seners or

even re walls [2]. Basedon the Backscattedata,the largest
attack has an estimatedrate of 280K paclets per second.
The largestattackobseredin the anomalouso w datasetis

closeto 1 million pacletsper second.This differencemight
be dueto thefactthatvery large attacksmaynot berandomly
spoofedthusnot visible in the backscattedata.We con rm

this conjecturelater

The trafc propertiesdescribedabove are fairly coarse-
grained,and accordingto thesepropertiesthereis a strong
similarity betweenattacksobsenred from LargeBackscatter
andthosefrom the anomalouso w datasets:SureFlav and
LADS.

Packet details: We now examine the paclet headerand
the paclet type to study propertiessuch as distribution of
port numbers,protocol types, and paclet sizes.We do not
have information on paclet payload due to the aggreyate
nature of our trafc data, but we can speculateon the
applicationtype basedon port numbers Again, we highlight
properties of attack trafc that make it stand out from
regular trafc. Figure 2(b) displaysthe distribution of the
number of destinationports in attadks In the caseof the
backscatterdata, if the datais a result of spoofedattack,
the source port of the backscatterpaclets correspondto
the destinationport of the attack targets. Only about 27%
SureFlav attackstarget a single port, indicative of a single
applicationunder attack, the correspondingnumberis 43%
for LADS, 57% for Backscatter and close to 90% for
LargeBackscattedata set. The distribution of the number
of destinationports variessigni cantly acrossthe four data
sets,with the LargeBackscattehaving the smallestnumber
of destinationports and both LADS and Backscatterdata
having the largestnumberof destinationportson average In
fact, the actualvaluesof the destinationports are also quite
differentacrossthe datasets.The destinationportsreceving
most paclets or highestaverage paclet rate often include
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serviceportsfor applicationssuchasHTTPR, SSH,DNS, IRC.
Otherpopularportsare not well-known andare suspectedo
be usedby peerto peerapplications.

Protocol | SF- SF- LADS- LADS- LBS- LBS-
PPS BPS PPS BPS Pkts Attacks
TCP 73.06 72.48 49.98 72.15 99.93 99.60
UDP 17.08 17.08 46.18 15.11 0.07 0.40
ICMP 9.86 10.44 245 0.52 0.00 0.00
TABLE |

PCTG CONTRIBUTION OF PROTOCOLS TO ATTACK TRAFFIC
(SF: SUREFLOW,PPS: PACKETS/SEC,BPS: BYTES/SEC,
LBS: LARGEBACKSCATTER,PKTS: PACKETS COUNT, ATTACKS: ATTACK COUNT)

Next we characterizethe distribution of IP protocols by
examiningthe protocol eld in the IP headerof thetrafc in
Net ow dataand by inferencefrom the backscattepaclet
types using previously describedtechniques[2]. Table |
shavs the averagetrafc contribution in bytes per second
and paclets per secondacrossall attacksfor all the pro-
tocols found for the SureFlav and LADS data set. For
the LargeBackscattedata set, the table shavs the corre-
sponding percentagedor the number of paclets and the
numberof attacksrespectiely. Not surprisingly similar to
regular trafc, TCP is the dominant protocol, UDP being
the secondhighestcontrikbutor. Interestingly the percentage
of UDP attacksdetectedin the SureFlav and LADS data
is signi cantly higher than in the LargeBackscattedata.
A possibleexplanationis that UDP data on random ports
are typically blocked by re walls, which might reducethe
potentialamountof UDP trafc generatingoackscatter

Protocol | BS-Pkts BS-Attacks BSAIll-Pkts  BSAll-Attacks
TCP 98.99 95.76 98.68 25.45
UDP 0.25 0.78 0.40 59.50
ICMP 0.03 0.90 0.03 0.26
TABLE 1

PCTG CONTRIBUTION OF PROTOCOLS TO ATTACK TRAFFIC IN
BACKSCATTER DATA
(BS: BACKSCATTER USING 60 SEC 100 PACKET FILTER,
BSALL: ALL BACKSCATTER DATA WITHOUT FILTERING,
PKTS: NUMBER OF PACKETS, ATTACKS: NUMBER OF ATTACKS )

A recentwork in progresspresentedby Nazario [10]
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also basedon backscatterdata from a mostly unused/8
network suggestedhat attacksare shifting from TCP to the
UDP protocol. However, our analysisdid not con rm this.
One possibleexplanationfor this discrepang is explained
by Table Il where the data set is not Itered basedon
source addressedelonging to the customerof the tier-1
ISP. Here,BSALLrefersto all backscatteinstanceswithout
ary ltering, and BS is the 60 second100 paclet Itered
Backscatteset.Surprisingly for BSALL, we obsere alarge
numberof UDP basedattackscontrituting little trafc, i.e.,
59.5% of the attackswhich contritute only 0.4% of the
numberof paclets. (Recallthat for this datasetwe did not
Iter out smaller attacks.)We believe that such eventsare
unlikely causedby real DDoS attacksand more likely due
to probinginto the dark addressspace.

Giventhat TCP is the dominantprotocolin attacktraf c,
we analyzethe distribution of TCP ags as shawvn in Ta-
ble lll. Thetableshows the averagecontribution of particular
TCP ags only for the ags contributing to morethan 1% of
the attacktraf ¢ in all SureFlav and LADS attacks.To our
surprise,we found signi cantly large amountsof pacletsin
SureFlav and LADS are dueto ACK paclets, contributing
to morethan 60% of paclet rate and datarate. This implies
thatthesepaclets may resultfrom re ector attackstargeting
the host. Suchtrafc will not be visible in the backscatter
data,asit only consistsof paclets destinedto the unused
addressblock. We also obsenre the prevalence of SYN-
ooding basedattacks,as SYN paclets contritute to more
than20% of the paclet andbit rate. The mostpopularpaclet
typesin the LargeBackscattedatacon rms the presenceof
alarge numberof SYN ooding attacks.asthe mostpopular
paclet type is SYNACK. We obsere much fewer ICMP
port unreachableand echoreply paclets which is possibly
resultingfrom UDP andping ooding attacks.

Finally, we examinethe distribution of padet sizesin at-
tacktracesfor SureFlav. Note, it is impossibleto understand
this propertyby usingbackscattedataalone.We found mary
attackspurely consistingof pacletssmallerthan 100 Bytes.
In about 6% of attacks,no paclets were smallerthan 100
Bytes. However, in about83% of attacks,all trafc consist
of thesesmall paclets. Such propertiesclearly can be used



SureFlow LADS Lar geBackscatter
TCP ag PPS BPS TCP ag PPS BPS Paclet type attackfreq  paclet cnt
ACK 65.75 66.62 ACK 72.67 63.09 | SYNACK 95.56 91.88
SYN 29.13 27.60 PSH,ACK 18.54 35.31 | ICMP_.UNREACH_PORT 1.21 0.07
PSH,ACK 2.64 3.16 SYN 5.83 0.70 ICMP_ECHOREPLY 0.40 0.00
RSTPSH,ACK 242 2.42 SYN,ACK  1.36 0.15
TABLE 1l

AVERAGE CONTRIBUTION BY PACKETSWITH PARTICULAR TCP FLAGS (FLAGS CONTRIBUTING AT LEAST 1% OF TRAFFIC)

to identify DDoS attacks.

B. Spoo ng AnalysisResults

Given the discrepancie®f someof the paclet andtrafc
propertiesbetweenthe backscattedataand the DDoS data
from the ISR, we correlatethem further to understandheir
common subset,which would indicate the use of source
addressspoo ng.

Random spoo ng: Giventhe large attacksusing the
commercialdetectionsystemand large attacksusingthe
LADS systemobsened at the large ISP over our measure-
ment period, we found only suchalarmsmatching
the backscattedata.Note that all theseattacktargetsbelong
to customerf the ISP We usethe following simplemethod
to perform the correlation:if there exists somebackscatter
paclets coming from the detectedattacktargetidenti ed in
the DDoS alarm during the duration of the alarm (with 5
minutestime window), thenwe considerthis a match.Note
thatherewe do not lter out backscatteattacksbasedon the
size.In fact,amongthe four matchingattackinstancesin the
backscatterdata none of them generatedsufcient number
of pacletsandat high enoughrate to be considered large
attack.

Another way to determineif an attack usedrandomIP
addressspoo ng is to checkif it contains o w recordswith
private nonroutablesourceIP addressesEven though the
ow recordsin the SureFlav set are sampled,some ow
recordswith nonroutablesourcelPs should still be present
in our datafor attackswhich usepurely randomIP address
spoo ng. This is dueto the fact that a large fraction of the
IP addressspaceis not routableand our analysisis limited
to attackswhich producedat least25 sampled o w records.
Amongthe large attacksin the SureFlav set, we found

attackswith at leastone ow record using nonroutable
sourcelPs. Interestingly theseattacksare not visible in the
backscatterdata. One explanationis that theseattacksare
indeedusing randomly spoofedsourceaddresseshowever,
the attacktargeteitherdidn't generatehe backscattepaclets
or the pacletswere Itered. Combiningthesetwo resultswe
thereforeconcludewith high likelihood,thatlessthan1% of
the attacksin the o w-baseddatasetuserandomIP address
Spoo ng.

Local spoo ng: Note that the above discussionfocuses
on randomaddressspoo ng which is much more likely to
be detectedusingbackscattedataor nonroutablesourcel Ps.
To overcomeingress Itering, attacktools canperformlocal
spoo ng or spoofaddressefrom the local network basedon

theknowledgeof theroutingaddresslock. It canalsobethe
casethatthe attaclerswerein factperformingrandomspoof-
ing butingressltering someavherein the network droppedall
but a subsetf the attackpaclets. To understandhe possible
occurrenceof local spoo ng, we perform simple clustering
atthe /24 granularityand countthe numberof uniquesource
IPsin each/24 for eachattackin the SureFlav dataset.We
found someindicationof possiblelocal spoo ngin 4 attacks
(which arenot the onesfoundin the backscattedata)where
there are more than 200 IP addressegarticipatingin the
attackfrom the same/24 network. We believe theseevents
very likely resultfrom local spoo ng, asit is unlikely for an
attacler to own an entire/24.

Our resultsalsoindicatethateventhoughit is possiblefor
compromisednachinedn botnetsto spoofsourceaddresses,
they do not appearto be doing so in large numbers.

C. Soucesand Targets of Attadks

We now provide aninitial characterizatiorof the network
elementsinvolved in DDoS attacksas obsened in our data
sets.In particular we analyzeattacksourcesaandtargets,and
their implicationsfor effective network defense.

1) Souce Analysis: To our knowledge, there has been
no systematicstudy on understandingdDoS attack sources
to date, as backscatterdata inherently do not have such
information. Somerelatedwork examinedhostsinfected by
particular worms. For example, Kumar et al. [11] recently
characterizedVitty-infected hostsby exploiting the worm's
structuresto determinepropertiessuch as the number of
disks.Althoughworm-infectedhostscanparticipatein DDoS
attackstherehasbeenno studydirectly examiningthe DDoS
attacksourcesWe |l thisimportantgapby takinga rst look
at the network propertiesof DDoS attacksourcesGiventhe
disjoint naturebetweenattacksobsened in backscattedata
andthe attacksdirectly obsenedin thelarge ISP in our study
we are con dent that most attack sourceswe discovered
correspondo actual P addressesf hoststhat took part in
DDosS attacks.

We rst seekto understandhow distributed” theseattacks
are, i.e., how mary network entities are taking part in
an attack? Second,we attemptto understandwhetherthe
samenetwork entitiesarerepeatedlyinvolvedin attacks.We
perform this analysisat two levels of granularity First we
study the ASesfrom which attacksoriginate,indicating the
ultimate attack sources.Second,we examine the network
ingress interfaces where attacks enter the ISP under our
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obsenation,which is importantfrom a network management interfacesto be ableto mitigate all DDoS traf ¢ within our

and mitigation perspectie.

Distributed nature of attack sources: In Figure 3, we
show the distributed natureof attacksourcedrom threedata
sets - the SureFlow data set; the LADS data set; and the
SueFlow.extendeddata set which is an extendedverion of
the SueFlow data set covering an 11-month period up to
March2006.Fromthe gure, it is clearthata sizablenumber
of attacksoriginatefrom few sourcesandingressinterfaces
for all three datasets.For instance,for SureFlav dataset,
thereare fewer than 100 sourcelPs and 50 ASesthat were
involved in about70% of attacks,and similarly fewer than
0.1% of ingressinterfaceswere involvedin all attacks.This
indicatesthat DDoS attacksare much less distributed than
their nameimplies.

Topological predictability of attack sources: TablesIV
andV capturethe volumecontribtutionsof ASesandnetwork
interfacesto attacks— originating from a particular AS
and enteringthe ISP network via a particularinterface.The
formertablerepresentshe SueFlow datasetwhile the latter
the SueFlow extended data set. The tables shav results
for three different “bins” correspondingto the individual
contribution of each entity (AS or ingressinterface). As
shawvn in the tables,attackstendto originatefrom the same
set of networks, and for the ISP under obsenation enter
throughthe samesetingressinterfaces.For example,for the
SureFlowdataset,just 2 ASes,eachindividually contributing
at least1% of total attacktrafc, togethercontribute more
than 72% of attack trafc obsened. Similarly, 0.01% of
the ingress interfaces will carry more than 90% of the
attack trafc by volume, while eachsuch interface carries
at least1% attacktrafc. Even more interestingly from the
SueFlow.extendedwe nd thatlessthan1.1%of all ingress
interfacesparticipatedn ary DDoS activity over a 11-month
period. Note that, dueto smartsamplingof Net ow records,
our sourceanalysisconsidersa subsetof the actualdistinct
number of sourcesinvolved in the attacks. However, the
numbersstatedabove are not expectedto be signi cantly
different. Hence,suchpredictabilityis very usefulfor attack
detectionand mitigation purposesFor example,an ISP only
hasto deploy mitigationequipmeniat about2% of its ingress

obsenation period beforeit entersthe ISP's backbone.

2) Target Analysis: We analyzedthe tamgets of attacks
from all threedatasets. Acrossall threedatasetswe nd that
mary attackstargetcustomerof serviceproviders.Thesein-
cludeend-user®f broadbandnternetServiceProviders(ca-
ble andDSL), network serviceprovidersfor smallbusinesses,
webhostingservices,providers of network telecommunica-
tions like VolP, and network customercareservices.n fact,
for the SuieFlowdataset,we foundthatmorethan90%of all
targetswerelikely end-user®r smallbusinessesyho leased
network connectvity from lowertieredserviceproviders.The
numberdor the SueFlow extendedandLADS datasetswere
80% and 73% respectiely. Therewerevery few university-
basedusersin the tamets attack data sets.Likewise, there
were very few of the Fortune500 corporationgargeted.

In termsof frequeng, mosttargetswerevictims of asingle
or a small numberof attacks.For the SueFlow data set,
about 99% of tamgetsfeaturedin 1 or 2 attacks;while for
the SureFlow extendedand LADS datasets,thesenumbers
were91%and83%respectiely. Moreover, themorefrequent
targets in all three data sets were clusteredfairly close
togetherwith no single target being the most favored over
an extendedperiod. Small businessesvere the mostfavored
amongstall targetsacrossall 3 datasets.

D. ResultSummaryand Implications

Herewe summarizehe main obsenationsfrom our study
For the analysisusingboth direct andindirect measurements
we found that at a coarse-grainedaggrejate level, large
attacksobsened in backscatteidata matchwell with those
in directmeasurementsom Net ow data.Thesesimilarities
do not hold when more ne-grained attack properties,such
as the type of serviceunder attack and IP protocolsused,
are being consideredWe list somespeci ¢ results:(i) Most
attacks(at least 70%) last for lessthan an hour. (i) Packet
rates are in the tens of thousandsper second,maximum
closeto 1 million paclets per second.(iii) Most attacksuse
TCPR Herewe sav somedifferencewith LADS datashaving
much higher UDP involvement(46% by pacletsfor LADS
versuslessthan 1% for backscatter)(iv) Most TCP based



Individual volume Numberof | AS volume Percentof Interface volume
contrikution ASes contribution | ingressinterfaces | contritution
2 72.08 0.01 93.26
and 54 13.56 0.027 6.38
1901 14.36 0.087 0.36
TABLE IV

DISTRIBUTION OF ORIGIN ASES AND INGRESS

INTERFACES FOR THE SUREFLOW DATA SET.

Individual volume Numberof | AS volume | Percentof Interface volume
contrikution ASes contribution | ingressinterfaces | contritution
18 32.08 0.02 89.80
and 126 30.58 0.042 8.53
15743 37.34 1.083 1.67
TABLE V

DISTRIBUTION OF ORIGIN ASES AND INGRESS INTERFACES OF THE SUREFLOW_EXTENDED DATA SET.

attacksare ACK or SYN only oods. (v) Lessthan 1% of
thedirectly measuredttacksproducedbackscattetsingthe
direct measurementw/e found that: (i) Most attacks(83%)
consistonly of paclets smallerthan 100 Bytes. (i) We sav
evidence of local spoo ng in a small number (4) of the
attacks.(iii) Attacksareonly mildly distributed (fewer than
50 ASeswereinvolvedin about70% of the attacksasattack
sourcesandless0.1% of ingressinterfaceswereinvolvedin
all attacks).(iv) Thereis signi cant predictability in attacks
both in termsof their originating AS aswell asfrom which
interfacethey enteralarge ISP network. (v) Smallbusinesses
seemto be the mostcommontargetsof attacks.

Theseresultshave signi cant implicationsfor attack de-
fense. With respectto attack detectionand understanding
attacks, relying on indirect measurementss clearly not
sufcient givencurrenttrendsin attackssincevery few if ary
of attacksappearto be usingspoofedsourceaddressesAs a
corollary, we also nd thatdirect measurementsan provide
signi cantly more diagnosticcapabilitythat canbetterguide
the designand deploymentof attackdefensesin fact, there
are positive implications for attack defense.We nd that
from the perspectie of serviceproviders DDoS attacksare
really not as distributed as they are madeout to be. Since
the vastmajority of malicioustrafc arisesfrom a small set
of ASes and network ingresspoints, providers can ensure
signi cant protectionfor their customerswith even limited
(but intelligently targeted) deployment of DDoS defense
mechanismge.g.[12]).

IV. CONCLUSION

Our work is a rst study at combining multiple inde-
pendentdata sourcesto study large DDoS attacks. We
examinedbackscattedatafrom a mostly unused/8 network
along with ow anomaly basedDDoS data from a tier-1
ISP network. The attackcharacterizationndicatesthat most
propertiessuchas attackduration, paclet count, paclet rate,
and dominant protocol type match fairly well in the two
data sets.However, we do obsene strong discrepanciesn
other propertiessuch as the number of attack destination
ports. One possibleexplanationfor suchdifferencesis that
they cover differenttypesof DDoS attacksas shovn by the

very small overlap betweenthem: one consistsentirely of
spoofedattacksthe otheraremostly unspoofedUsingdirect
DDoS attackmeasurementsye performeda rst analysisof
several DDoS propertieswhich is impossibleusing indirect
measurements.
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